METOANYECKUE PEKOMEHOALUN
O PASMELLEHMN HA UHOOPMALMOHHbIX CTEHAAX, OPULINAJIbHBIX
WMHTEPHET-CAUTAX U APYTNX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALMIA U OPTAHOB, OCYLLEECTBNIAIOLLINX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALIUU O BE3OMNMACHOM
NOBEAEHUN U NICNONIb3OBAHUU CETU "MHTEPHET"

dKkcnepTammM U 4YneHamm BpemeHHon Komuccum CoBeta Pepepaumm No  pasBUTUIO
MHGOPMAUMOHHOIO 0OLEeCcTBA B pamMKax BbINOJHEHUA PEKOMEHAAUMN MapAaMEHTCKUX CAYLIAHWUIM
"AKTyasibHble BOMPOCblI obecnevyeHuss 6e30MacHOCTM W pasBUTMA aeTert B  MHPOPMALMOHHOM
npoctpaHctee", Kotopble npownu B CosBete Pepepaumm 17 anpens 2017 r., 6bian paspaboTaHbl
MEeTOAMYECKME pPEKOMEHZauMM O pasmelleHMn Ha WHOOPMAUMOHHBLIX CcTeHaax, oduuManbHbIX
WHTEPHET-calTax W Apyrnx WMHOOPMAUMOHHBLIX pecypcax o06uweobpasoBaTesibHbIX OpraHU3aunin u
OpraHoB, OCYLLECTBAAIOWMX ynpaBneHne B cdepe obpasoBaHUsA, WMHPopmaumm o 6esonacHom
noseAeHUN U UCNONb30BaHUK ceTh "UHTepHeT" (aanee - meToanYecKMe pekomeHaaumm).

MeTogMyeckne peKoOMeHZauMW  HanpasfieHbl Ha  KayecTBEHHOE MNOBbIWEHWE  YPOBHA
MHOOPMALMOHHOW AesaTeNbHOCTM 06l eobpasoBaTe/ibHbIX OpPraHM3aLmMii U OPraHoB, OCYLLECTBAAIOLNX
ynpasneHve B chepe obpa3oBaHMA, B 4aCTU MHOOPMUPOBAHMA YyYaLLMXCA, UX poanTenei (3aKOHHbIX
npeacrtasuMTenei) M neaarorMyeckmx pPaboTHUMKOB 06 OCHOBHbLIX acrnektax WHPOPMALMOHHOM
6e3onacHocTu.

MeToamnyeckme pekomeHZaumu nossonsaT obuieobpasosaTesibHbIM OPraHM3aUMAM W OpraHam,
OCYLLECTBAAOWMM ynpaBneHue B cdepe 06pa30BaHWMA, aKTya/IM3MPOBATb YXE WUCMO/b3yemble U
pasmelleHHble MHPOPMaLMOHHbIE MaTepPUabl, Tak U NOATOTOBUTbL MX B C/1yYae UX OTCYTCTBUA C YYETOM
NIYYLIMX MPAKTUK M PpeKOMeHJaLUNi.

B pamKax MeTOAMYECKMX PEKOMEHAALMI PacCMaTPUBALIOTCA CleayoWwmne MHCTPYMEHTbI:
1. "HGOPMaLMOHHbIE CTEHADI;
2. opuLManbHble UHTEPHET-PECYPChbI;

3. cpeacTBa MaccoBoi MHPpopMaLMK (LUKONbHbIE ra3eTbl, Negarornyeckne UsgaHua v gpyrue).
UHPopMaLMOHHbIE CTEHADI

Ha nHdopmMaumoHHbIX cTeHAax B 061eobpa3oBaTeIbHbIX OPraHM3aLMaAX, PacnoNoXKeHHbIX B doite
YUPEXKAEHMIN M B KabWHETax, OCHALLEeHHbIX MePCOHaNbHbIMW YCTPOWCTBAMM ANA BbIXO4a B CETb
"MHTepHeT", peKoOMeHAYeTCA PasMecTUTb MHPOPMALMOHHbIE NAaMATKU, COAEPMKALLME OCHOBHbIE COBETbI
no obecneyeHno MHGOPMaLMOHHOM 6e30NaCHOCTM yUaLLMXCA.

B npunoxeHnun N 1 K MeToAMYECKMM peKoMeHZauusam npeacTtasineH obpaseu, NamMATKU Ans
pa3smMelleHUsA Ha MHGOPMaLMOHHbIX CTEHAAX.

CpepactBa maccoBoi MHpopmauum

B cpeactBax maccoBoil MHPOPMaUUKM, OPUEHTUPOBAHHBLIX Ha OByYaloLWMXCA, PEKOMEHAYETCA B
TeyeHne y4yebHOro roga perynsapHo nybauMkoBaTb MHOOPMALMOHHbBIE MAaTepuasbl, MOCBALLEHHbIE
OTZEe/IbHbIM acrnekTam WHPOPMaUMOHHOM 6e30MacHOCTM, a TaKXKe pas/iMyHble NaMATKM obuiero
XapakTepa.

B cpesactBax mMaccoBol MHGOPMALMU, OPUEHTMPOBAHHbLIX HA MefarorMyeckyro obLecTBEHHOCTb,
pekomeHayeTcA B TedeHMe KaneHAapHoro roga perynapHo nyb6aukoBaTb MHGOPMALMOHHbIE
mMaTepuanbl, MOCBAWEHHbIEe OTAE/bHbIM  acnektam  WHpopmaumoHHOM  6e3onacHoCTM  Kak
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HecoBepLUEHHONETHUX, TaK U 06LLeobpa3oBaTe/ibHbIX OPraHM3aLMi, a TaKKe pas/indHble NaMATKMU,
0630pbl HOPMaTUBHO-NPABOBOrO peryinpoBaHMa AaHHOM cdepbl U MHPOPMALMIO O aKTyasbHbIX
MeponpuaTUAx 1 cobbiTMax B gaHHOM cdepe.

B xopme npoBeaeHua EanHoro ypoka no 6esonacHoct B cetn "MHTepHeT" pekomeHayeTcs
obecrneunTb BbINYCK TeMaTUYECKOro BbiMyCKa CpeacTBa MaccoBor WHbopmaumm nmbo cepum
nybanKaumin, cpeam KOTOPbIX PACCMOTPETb OPraHM3OBaHHbIE MEPONPUATUA A48 00yYaloWMXCa, UX
poauTeneit (3aKOHHbIX NpeAcTaBUTeNei) M NeaarorMieckoin obLLecTBeHHOCTH.

OdunumanbHbie MHTEpHeET-pecypcbl

ObuweobpasoBaTeNlbHbIM OpPraHM3aUMAM pPEKOMEHAYeTCA Ha cBoux oduumanbHbix WHTEpHeT-
pecypcax obecneunTb ¢GYHKLMOHMPOBAHME CaMOCTOATENIbHOTO W CMeuvanmM3nMpoBaHHOrO pasaena
"MHbopmaumoHHana 6e3onacHocTb", B pamKax KOTOpPOro npeaycMoOTpeTb pasmelleHue cheayloLlein
nHpopmaymm:

N Paspgen/nogpasgen | Popmat npeacrasneHun

maTepunanos

Cop,ep»(aHme mMmaTepmanos

JlokanbHble
HOPMaTMBHbIE aKTbl B
chepe obecneyeHus
MHGOPMaLMOHHOM
6e3sonacHoCTH
obyuatowmxca

Konun fOKymeHTOB B
dopmare *PDF

PasmeLLatoTca KONMK 4OKYMEHTOB, T.€.
CKaHMPOBaHHbIM BapMaHT AOKYMEHTA],
COOTBETCTBYIOLWNI TpeboBaHMUAM K
napameTpam CKaHMPOBAHMS.
PasmeluatoTca 4OKYMEHTSI,
perfnaMeHTUpPYyoLWMe OpraHM3aumio u
paboTy C NepcoHanbHbIMU AAHHbIMM,
NiaHbl MeponpuATKIA No obecneyeHmto
MHbOpMaUNoHHOM besonacHoCTH
obyyatoLmxcs u apyrve.

HopmaTtunsHoe
perynvposaHue

Konunun fokymeHTOB B
¢dopmate *PDF

My6avKylOTCA aKkTyanbHble CBeAEHUA O
dbenepanbHbIX M PEFMOHANbHBIX 3aKOHAX,
MMCbMax OPraHoB BAACTU U Apyrue
HOPMATVMBHO-NPABOBbIE AOKYMEHTbI,
pernameHTUpylowue obecneveHmne
MHPOPMaLMOHHON 6e3onacHOoCTH
HecoBepLUeHHOeTHNX. [lonycKaeTcs
BMECTO KOMWU pasmeLL,aTb MMnepccbliku
Ha COOTBETCTBYIOLLME JOKYMEHTbI Ha
caiTax opraHoB rocyZlapCTBEHHOW BAaCTy.

Meparormyeckum
paboTHMKam

TeKcT Ha cTpaHuLe caiTa

Konuu goKymeHTOB B
¢dopmarte *PDF

PasmelaloTca meToanyeckmne
peKoMeHAaL MmN U yKa3blBaeTcs
MHpopMaLna 0 MepPONPUATUAX, NMPOEKTAX
M NPOrpammax, Hanpas/ieHHbIX Ha
noBblleHne NHPOPMALMOHHOM
rPAaMOTHOCTU Nearoryeckmx
pabOoTHMKOB.

Obyuatowmmces

TeKcT Ha cTpaHuLe caiTa

PasmelaeTca MHGOPMaALMOHHAA NAMATKA
(npunoxenune N 2) n ykasbiBaeTcs
MHPOPMALMA O MEPONPUATUAX, NPOEKTAX
M Nporpammax, Hanpae/IEHHbIX HA
noBblWeHne UHPOPMALMOHHOM




rPamoTHOCTH o6yqa IOWMXCA.

5. Poantenam TeKcT Ha cTpaHuue caliTa | Pasmelaetca MHGOPMaLMOHHAA NamATKa
(3aKOHHbIM (npunoskenue N 3).
npeacTaBmTeNam)
obyuyatowmxca

6. |[OeTckne 6e3onacHble | TeKCT Ha cTpaHUUe caliTa | PasmellaeTca MHGopmauma o

caiiTbl peKkomeHAyeMbIX K UCMONb30BaHMIO B
y4yebHom npouecce 6e3onacHbIX calnTax,
6aHHepbl 6@30MNacHbIX AETCKUX CalTOB.

OpraHam, OCYWEeCTBAAIWMM ynpaBneHve B cdepe o06pa3oBaHMA, PEKOMEHAYETCA Ha CBOMX
opuumManbHbix  UHTepHeT-pecypcax  obecneuntb  GYHKUMOHUPOBAHME  CAMOCTOATENLHOTO MU
cneuyanusMpoBaHHoro pasgena "MHdopmaumoHHas  6e3onacHocTb”, B pamKax KOTOpoOro
npeaycmoTpeTb pasmelleHue caeaytolein nHbopmaumm:

MpunoxkeHne N 1

NAMATKA
ANA OBYYAIOLMXCA OB UHOOPMALMOHHOW BE3ONACHOCTU AETEN

HEN1b3A

1. Bcem noapsag coobuwaTb CBOK YacTHYO MHPopmaumio (HacToawme uma, pamunnio, TenedoH,
agpec, HOMep LWKObI, a TakXe doTorpadumn cBou, CBoen ceMbm 1 Apy3ein);

2. OTKprBaTb B/Z1I0OXEHHbIE d)aVIﬂbI aﬂeKTpOHHOﬁ NoYTbl, KOrga He 3HaelWb OTNPaBUTENA,
3. FDY6MTb, npnanpaTbCA, OKa3biBaTb AaB/1eHNE - BECTU ceba HeBEXKNNBO U arpeccmBeHO;

4. He pacnops»anca geHbramu TBOoel cemMbu 6e3 paspelleHus CTaplumx - BCerga crnpawmsan
poautenei;

5. He BcTpeyaiica ¢ MHTepHET-3HaKOMbIMW B PEANbHOM XM3HM - MOCOBETYWCA CO B3POC/bIM,
KOTOpOMY ZloBepAaeLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpasay B MHTepHeTe - cooblm 06 3TOM CBOMM
POAUTENAM WU ONEKYHaM;

2. MpurnawwatoT NepenmcbIBaTbCs, UrpaTb, 0OMEHMBATLCA - TPOBEPD, HET /Y NOABOXA;
3. He3aKkoHHOe KonvpoBaHue ¢alinos B UHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbliBali B3pOoC/ibiM 0 Npobiemax B CETU - OHW BCeraa NomoryT;

5. Ucnonb3yit HacTpoiikM 6e30MacHOCTM M NPUBATHOCTU, YTOBbI HE NOTepPATb CBOM aKKayHTbl B
couceTax U A4pYrux nopranax.



MOXKHO
1. YBaxau Apyrux nonb3osaTteneu;
2. Monb3yewbca MHTEPHET-UCTOYHUKOM - AeNail CCbINIKY Ha HEro;
3. OTKpblIBai TO/IbKO Te CCbIIKK, B KOTOPbIX YBEPEH;

4, O6IJJ,aTbCﬂ 3a NOMOUbO B3pOC/abIM - poauTenn, onekyHbl N agMUHUCTPaUNA caunTos Bceraa
NOMOTYT,

5. Mpoingm obyyeHune Ha canTte "CeTeBUUYOK" 1 NoyYM NacnopT umdpoBoro rpaxaaHuHal

MpunoxkeHue N 2

NHOOPMALIMOHHAA NAMATKA
ONA OBYHAIOLLUXCA ANnA PASMELLEHUA
HA OPULIMANIbHBIX UHTEPHET-PECYPCAX

C KaxKgblMm rogom mosoaeKun B MHTEPHETE CTAHOBUTbLCA 6OJ'IbLL|e, a WKOJIbHUKKN OOHU N3 CaMblIX
aKTUBHbIX NO/Nb30BaTenen PyHeta. Mexagy Tem, NOMMMO OFPOMHOI0 KOJAMYecCTBa BO3MOXHOCTEN,
UHTEPHET HECET U I'IpO6J'IeMbI. OTa namATKa A0NXKHA NOMOYb Tebe 6besonacHo HaXo4uUTbCA B CETU.

KomnbloTepHble BUpYCbI

KomnbloTepHbIA BUMPYC - 3TO Pa3sHOBUMAHOCTb KOMMbHOTEPHbIX MNPOrpamm, OTAUYUTENIbHOM
0CO0BEHHOCTbIO KOTOPOW ABAAETCA CNOCOBHOCTb K Pa3MHOMeEHMUI0. B AonoHEeHWe K 3TOMY, BUPYCbl MOTYT
NoBpeanTb WM MNOJIHOCTBIO YHUUTOMMWTb BCe dali/ibl U AaHHble, NOAKOHTPOJ/IbHbIE NOJIb30BaTENtO, OT
MMEHW KOTOPOro bblna 3anyLeHa 3apaykeHHas NPorpaMmma, a TakxKe NOBPEeAnTb UK AaXKe YHUUTOXKUTb
onepauMoHHY0 cuctemy co Bcemu darinamu B LenoMm. B 6onblUMHCTBE Cy4aeB pPacnpocTpaHATCA
BUPYCbl Yepes UHTEPHET.

MeToAbl 3aLWuTbl OT BPEAOHOCHbIX MPOrPaMMm:

1. V|CI'IO}'Ib3yVI coBpemMeHHble onepaunoHHbIe CUCTEMbI, UMerLWwne Cepbe3HbIﬁ YPOBEHb 3aWKNTbl OT
BPEAOHOCHbIX NPOrpamm;

2. TloCcToOAHHO ycTaHaBAMBai naytM  (UMopoBble 3annaTkM, KOTOpble aBTOMAaTMUYECKU
YCTaHaB/IMBAIOTCA C Lenblo A0paboTKM nporpammbl) M apyrve obHOBNEHMS CBOEW OnepauMoHHOMN
cuctembl. CKaumBai MX TOMbKO C odMUMaANbHOro caita paspabotumka OC. Ecnv cywecTByeT perkum
aBTOMATUYECKOro 0B6HOB/IEHMSA, BK/OUYU €rO;

3. PaboTai Ha cBoem KOMNbOTEPE NOo4 npaBamMun NoJsib3oBaTesIA, @ HE aJMUHUCTPATOPA. 370 He
no3BonUT 60/'IbLIJI/IHCTBy BPEOOHOCHbIX nporpamm WUHCTAAIMPOBATbCA Ha TBOEM NEPCOHA/IbHOM
KOMMbHOTEPE,

4. WNcnonb3yih aHTUBUPYCHble MPOrpaMMHbie NPOAYKTbl WM3BECTHbIX Mpou3BoAUTENElN, C
aBTOMaTM4YeCcKum obHoBneHnem 6as;

5. OrpaHuyb GU3MYECKUIA AOCTYN K KOMMbIOTEPY A4 NOCTOPOHHUX NNLL;

6. Wcnonb3yit BHeWwHWe HocUTenu WHOOPMAUMKM, TaKMe Kak ¢newka, AUCK uam dann us



MHTEpPHETa, TO/IbKO N3 NpoBepeHHbIX UICTOYHUKOB,

7. He oTKpblBail KOMMblOTEPHblE Galbl, MNONYYEHHbIE M3 HEHALEXHbIX UCTOYHMKOB. [axe Te
daiinbl, KOTopble NPUCAAN TBON 3HAKOMbIN. JTyyLie yTOYHW y HEro, OTNPABAAA N OH Tebe ux.

Cetun WI-FI

Wi-Fi - aTo He BUA nepenayun AaHHbIX, HE TEXHOOMMSA, a BCero Anb bpeHa, mapka. Ewe B 1991
rogy HugepnaHAckaa KomnaHua 3aperucrpmposana 6perHg "WECA", yto o60o3Hayano cioBocoyeTaHue
"Wireless Fidelity", koTopbili nepeBoanTCS Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHun gowna gpyras abbpesnaTypa, KOTopan ABAAETCA TAKOM e TexHonornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6bIJI0 4AHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKasA TOYHOCTL".

Oa, 6ecnnaTHbI WHTEpPHET-4OCTYNn B Kade, OTenAX W asponopTax ABASETCA OT/INYHOM
BO3MOHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTaOT, YTo obuweaoctynHblie Wi-Fi ceTn He
ABAAOTCA 6e30nacHbIMM.

CoBeTbl No 6e3onacHocTM paboTbl B 06wenocTynHblx ceTax Wi-fi:

1. He nepepaBai cBoto ANYHYO MHPopmauuio yepes obuieaoctynHble Wi-Fi ceTn. PaboTan B HuUX,
»enateNbHO He BBOAMTb NapouM AOCTYNa, IOFMHbI U KaKne-To Homepa;

2. Wcnonb3yih M 06HOBNAN aHTMBUPYCHble Nporpammbl M 6paHamayep. Tem cambiM Tbl
obe3onacuwb cebs OT 3aKauyKu BMpYyca Ha TBOE YCTPOMCTBO;

3. Mpu ucnonb3osaHun Wi-Fi oTkaoun dyHkumio "O6wmin goctyn K dainam u npuHTepam".
[aHHaa $yHKUMA 3aKpbiTa MO YMOAYaHMIO, O4HAKO HEKOTOpble MO/b30BaTe/NM aKTUBUPYIOT ee AnA
yaobcTBa Mcnonb3oBaHua B pabote nam yyebe;

4. He ucnonb3yi nybnuuHbin WI-FI gna nepepayun AMYHbIX OAHHBIX, Hanpumep 444 BbIxoAa B
couMasibHble CETU WU B SNIEKTPOHHYIO MOYTY;

5. Ucnonb3yii ToNbKo 3aWmiLeHHOe coeanHeHme Yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
afapeca 8Boaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM dyHKumio "MoakntoueHne K Wi-Fi aBTomaTnyeckun'. He
[0NYyCKail aBTOMATUYECKOro NogKAoYeHUs ycTponcTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble ceTM aKTUMBHO BXOZAT B Hawy XW3Hb, MHOrme nwaun pa60Ta+0T N XUBYT TaM
NOCTOAHHO, a B Facebook yXKe 3apernctpyuposaH mmnanapn 4enoBekK, 4To ABNAAETCA OAHOﬁ Ce,ﬂ,bMOﬁ BCeX
KuTteneh nnaHeTbl. MHorne nonb3oBaTenu He NOHUMAKOT, 4TO VIHd)OpMaLI,l/I‘r'I, pasmelwieHHaa MMmn B
COLMANIbHbIX CETAX, MOXET 6bITb HaﬁAEHa M Ncnoab3oBaHa Kem yrogHo, B TOM 4ynucine He obA3aTenbHO ¢
6narumm HamepeHnammn.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COLMaNbHbIX CeTAX:

1. OrpaHuyb cnucoKk apysei. Y Teba B Apy3bsAX He AO/IKHO ObiTb CAyY4alHbIX U HE3HAKOMbIX
nopei;

2. 3awMuian CBOK YACTHYHO KM3Hb. He yKasbiBalt naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  OPYIYI0 JIMYHYIO MHPOPMALMIO. 3/10YMbIWAEHHUKM MOTYT MCMO/Ib30BaTh  AaKe
MHQOPMaLMIO O TOM, KaK Tbl M TBOW POAMUTENN NAHMPYETE NPOBECTU KaHUKY/bI;



3. 3awmLai cBoIo penyTauumio - AepKu ee B YNCTOTe U 3aaaBalt cebe Bonpoc: XoTen 6bl Tbl, YTOBbI
Apyr1e nonb3oBaTeNu BUAENN, UYTO Tbl 3arpyaelwwb? lMoaymai, npexae 4Yem 4YTo-TO Ony6AMKOBaTb,
HanMcaTb U 3arpy3unTb;

4. Ecnv Tbl TOBOPULWb C /IIOAbMW, KOTOPbIX He 3Haellb, He UCMOJ/b3yA CBOE peasibHoe MMS U
OPYTYI0 IMYHY0 MHOOPMALMU: UMSA, MECTO XKUTE/IbCTBA, MECTO y4ebbl 1 npovee;

5. U3berait pasmelweHua d¢otorpaduii B MHTepHeTe, rae Tbl M30Opa*keH Ha MEeCTHOCTM, Mo
KOTOPOW MOKHO onpeaennTb TBOe MEeCTOMO/OXKEHUE;

6. |_|pl/l perncrpaumnmn B cou,maanoﬁ cetn HEO6XO,£I,MMO MCNoNb30BaTb C/IOXKHbIE Mapoaun,
cocroAwmne n3 6yI-(B n LI,Md)p M C KOIMYECTBOM 3HAKOB He meHee §;

7. Ons counanbHOW ceTu, NoYTbl U APYTUX CAalUTOB HEOBXOAMMO MCMO/b30BaTb Pa3Hble Napoau.
Toraa ecnvi Te6s B3/10MatOT, TO 3/10YMbILINEHHUKM NOAYYaT AOCTYN TO/IbKO K OAHOMY MECTY, a He BO BCe
cpasy.

INEeKTPOHHbIE AeHbrU

D/IeKTPOHHbIE AEHbIM - 3TO 04YeHb YA0OHbIN cnocob naatexen, 04HaKO CYLLECTBYIOT MOLIEHHUKY,
KOTOpble XOTAT NONY4YNUTb 3TU AEeHbrn.

3I'IEKTpOHHbIe AeHbrnm noAasuanCb cosecem HeAaBHO U MMEHHO M3-3a 3TONO BO MHOTUX
rocygapcrtaeax 40 CUX NOP He NPOMMCaHO NPO HNX B 3aKOHax.

B Poccum Ke OHUM OYHKUMOHMPYIOT M O HUX Y:Ke MPONWCAaHO B 3aKOHE, rae WX pasgenstoT Ha
HECKOJ/IbKO BUAOB - aHOHWMHbIE U HE aHOHMMHbIE. Pa3sHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca NpoBOAUTbL onepauun 6e3 ugeHTMOMKauMM nosib3oBaTens, a B HEAHOHUMMHbIX
naeHTMdMKaLma nonb3osaTena asadaeTca 0b6s3ateslbHOM.

TaKxe cnefyert pasninyatbh 31EKTPOHHbIE PUaTHbIe AeHbrM (PaBHbI FOCYAAaPCTBEHHbLIM BaloTam) U
3N1EKTPOHHbIE HeduUaTHble AeHbrM (He paBHbl rOCYAapCTBEHHbIM Ba/loTam).

OcHoBHble coBeTbl N0 6e30nacHoin paboTe € 3EeKTPOHHbIMMU AeHbIAMM:

1. MpuBAXKM K cHETY MOBUNBHbIN TenedoH. ITo cambliii yA06HbIN 1 BbICTPbIA CNOCO6 BOCCTaHOBUTH
[octyn K cyety. MpuBsasaHHbIV TenedoH MOMOXKET, eciiv 3abyaelb CBOW NAATEXHbIM Napoab WU
3aliaellb Ha CalT C HE3HAKOMOrO YCTPOMCTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocae nepexoda Ha yCUAEHHYIO aBTopu3aunio Tebe yke He
6yAeT YrpoXKaTb ONAaCHOCTb KPaXkM UK NepexsaTa NaaTexKHoro napons;

3. Bbibepu CNOXKHbIM Maposb. MpecTynHUKam 6ygeT He NPoCTO yragaTb C/OMHbIA MNaposb.
HagerKHble Mapoau - 3To Napo/n, KOTOPble COAEP AT HE MeHee 8 3HAKOB M BK/OYAIOT B CEOA CTPOYHbIE
M nponucHble OyKBbl, UMPPbI M HECKONbKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, ¢yHTa,
BOCKAMLIATE/IbHbIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAM CBOM /INYHbIE AAHHbIE HA canTax, KOTOpPbIM HE AOBepAELlb.
3.I'IEKTp0HHaﬂ no4yTta

3}18KTpOHHaﬂ no4yta - 3TO TexHO/N0rMA U npeaocraBAemMble €0 yCayrm no nepecbiike “
NONY4YEHUIKO 3NEKTPOHHbIX COO6LLI,€HMIZ, KOTOpble pacnpenenarTca B KOMFIbPOTepHOﬁ cetn. O6blYHO
3J'IEKTpOHHbIl7I NoYTOBbIM AWUK BbIMNAONT Ccheayrowmnm 06pa30M: MMH_ﬂOﬂb3OBaTEI]H@VIM‘FI_,CI,OMeHa.
Takxe Kpome nepenadmn npocTtoro TekCrta, MmeeTca BO3SMOXKHOCTb NepenaBaTb d)aﬁnu.



OcHoBHble coBeTbl N0 6e3onacHoM paboTe € 3/IEKTPOHHOM NOYTON:

1. Hago BblbpaTb nNpaBW/IbHbIA MOYTOBbLIA CepBUC. B MHTepHeTe ecTb OFPOMHbIN BblIGOP
6ecnsiaTHbIX NOYTOBbIX CEPBMCOB, OAHAKO /yylle A0BEPATb TEM, KOrO 3Haelllb U KTO NepBbIi B PENTUHTE;

2. He vyKasblBa B AMYHON MOYTE AUYHYIO WHPopmaumto. Hanpumep, Ayywe BbibpaTb
"My3blKanbHbIN_paHat@" nnu "pok2013" smecto "temall"”;

3. Ucnonb3yih AByx3TanHylo aBTOpM3aumio. 3TO Korga NOMMMO Maposia HY)KHO BBOAUTb Ko,
npucbliaemsiii no SMS;

4. Bblbepn CNOXHbIM Naponb. [NA Kaxaoro noytoBOro filMKa AO0/IKeH ObiTb CBOM HageXKHbIN,
YCTOMUMBbIM K B31IOMY NapOib;

5. Ec/in eCcTb BO3MOKHOCTb HanmMcaTb CAMOMY CBOM JIMUYHbIM BONPOC, NCMOJIb3Yi 3Ty BO3MOMKHOCTb;

6. Nicnonb3yii HECKONIbKO MOYTOBbIX ALWMKOB. [MepBblii ANA YacTHOM Nepernuckn c agpecatamu,
KOTOPbIM Tbl AOBepsielb. ITO 3/EKTPOHHbIA aApec He Hafo WMCMNO/Ib30BaTb MPWU PErMcTpauumn Ha
dopymax u canTax;

7. He oTKpbIBait painbl M gpyrve BAOXKEHUA B MUCbMaX, AaXKe €CNN OHU NPULLAKN OT TBOUX ApY3ei.
Jlydwe yTOUYHM Yy HMX, OTNPABAAAN N OHK Tebe 3Tu daiinbl;

8. Mocne oKoH4YaHMA PaboTbl Ha MOYTOBOM CeEpBMCE Nepes 3aKpPbITUEM BKAAAKU C CaUTOM He
3abyab Haxatb Ha "Beitn".

KnbepbynnuHr nnu BupTtyasnbHoe nsgesaTenbCcTso

KnbepbynnuHr - npecnegoBaHMe COOOLWEHMAMM, COAEPKALMMU OCKopbaeHUs, arpeccuto,
3anyrMBaHue; XyIMraHCTBO; coupnanbHoe BOMKOTUPOBaHME C MOMOLLLbIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe c kKMbepbynamHrom:

1. He 6pocaiicsa B 60M4. Jlyuwwnin cnocob: NocoBeToBaTbCA KaKk cebs BECTU U, €CAN HET TOTO, K KOMY
MOXHO 06paTUTbCA, TO BHayane YCNoKouTbcA. ECAM Tbl HayHewb OTBeYaTb OCKOPGAEHMAMM Ha
OCKOp6EHUA, TO TONLKO elle 60/bLIe Pa3oXKKeLb KOHPIMKT;

2. Ynpasnsan ceoen KnbeppenyTtaumemn;

3. AHOHMMHOCTb B ceT MHMMaA. CyLLecTBYIOT CNocobbl BbISCHUTb, KTO CTOWUT 3@ aHOHWUMHbIM
aKKayHTOM;

4. He cTOMT BECTM XY/JUTraHCKUI 06pa3 BUPTYyasibHOW KM3HU. UHTEpPHET ¢UKCUpyeT Bce TBOM
AeNCTBMA U COXPaHAET UX. Y4anutb nx byaeT KpaiiHe 3aTpyAHUTENbHO;

5. Cobntoaaii CBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyin eauvHWuYHbIM HeraTue. OpgHOpasoBble OCKOpOUTE/bHblE COOBLLEHNA Aydlle
UrHopupoBaTb. O6bIYHO arpeccus NPeKpaLLaeTca Ha HavyaibHOM CTaauu;

7. baH arpeccopa. B nporpammax 0bMeHa MrHOBEHHbIMM COO6LLI,EHI/I’FIN\VI, B COUMaNbHbIX CETAX
€CTb BO3SMOXHOCTb 6]'IOKVIpOBKVI OTnpaBKu COO6LIJ,EHVI[/1 conpeaeneHHbIX agpecos,

8. Ecnn Tbl ceuaetens KnbepbynnmHra. TBoM AeNCTBMA: BbICTYMUTb MPOTUB MpecaefoBaTens,
nokasaTb emy, YTO ero AeiCcTBUA OLEHMBAKOTCA HEraTMBHO, MNOAMEpPIKaTb KEPTBY, KOTOPOMN Hy¥Ha
MCUXONOTUYECKasA MOMOLLLb, COOBLLMTL B3POC/IbIM O GpaKTe arpecCMBHOro NoBeAeHMA B CETU.



Mo6unbHbIii TenedpoH

CoBpemeHHble cMapThOHbI WU MAaHLWETbl coaeprkaT B cebe BMosiHe B3POC/bli GYHKLUMOHAM, U
Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLUMOHAPHbIMM KoMMbloTepamu. OgHaKo, CpeacTB 3alunTbl Ana
NoA06HbIX YCTPOMCTB NOKA OYEHb Mano. TeCTUPOBaHME N NMOUCK YA3BMMOCTEM B HUX NMPOUCXOAUT HE TaK
WHTEHCMBHO, KaK ana MK, To ke camoe KacaeTcsi U MOBUAbHbIX NPUIONKEHWUIA.

CoBpemeHHble MOBUAbHble Bpay3epbl y»Ke NPaAKTUYECKU AOFHAAWM HACTONbHblE aHANOMM, O4HAKO
pacwmpeHne pyHKLMOHANA BeYeT 32 CO60M 6ONbLIYIO CNOKHOCTb U MEHbLLYHO 3aLLMLLEHHOCTb.

Daneko He Bce npounssogunTenn BbiNYCKakOT 06HOBJ’IEHMﬂ, 3aKpbiBakowme KpUTU4eckmne
YA3BUMOCTU ON1A CBOUX YCTpOﬁCTB.

OcHOBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO TenecbOHa:

Huyero He naBnAetca no-Hactoswemy 6ecnnaTtHbiMm. byab oOCTOpoXeH, BeAb Korga Tebe
npeanaratoT 6ecnnaTHblA KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO NAATHbIE YCAYTHU;

Oymaii, npexae yem oTtnpasutb SMS, ¢oto nan Buaeo. Tbl TOYHO 3HaelWb, rae oHW byayT B
KOHe4yHoM utore?

Heob6xoaMmo 06HOBAATL ONEPALLMOHHYIO CUCTEMY TBOETO CMapTdOHa;
Mcnonb3ayit aHTMBMPYCHbIE NPOrpaMmmbl g1 MOBUAbHbLIX TenedoHOB;

He 3arpyXail NpUAOXeHWUA OT HEM3BECTHOrO0 MWCTOYHMKA, BeAb OHM MOTYT CoAepXKaTb
BpeAoHOCHOE nporpammHoe obecnevyeHue;

Mocne TOro Kak Tbl BblMAeLWb C CaiTa, rae BBOAWMA JIMYHYIO MHPOPMALMIO, 3aAN B HACTPOMKM
6paysepa v yganu cookies;

MNepuoanyecku I'IpOBepﬂVI, Kakue nnatHble YCNYyrn akTuBMpoBaHbl Ha TBOEM HOMEPE;

[aBaii cBoli HoMep MOBWUAbHOTO TenedoHa TONbKO /OAAM, KOTOPbIX Tbl 3HAelWb W KOMy
AoBepsellb;

Bluetooth ponKeH ObiTb BbIKAOYEH, KOrga Tbl MM He nonb3yewbcAa. He 3abbiBalh MHOrga
NpoBepATb 3TO.

Online urpobl

CoBpemeHHble OHMANH-UTPbI - 3TO KPACOYHble, 3axXBaTbiBalolMe pa3BievYeHUn, obbeanHaLWme
COTHM TbICAY YeNOBEK MO BCEMY MUPY. UrpoKn UccneaytoT AaHHbIA MM MUp, obLuatoTca Apyr C 4PYrom,
BbIMNO/IHAIOT 33a4aHWNA, CPaXKaloTCA C MOHCTPAMM WM MNOYYaloT OMbIT. 33 YAOBONLCTBME OHM MAATAT:
MOKYNaloT AMCK, OMNIaYnBatoT abOHEMEHT MM NPMOBPETAIOT KaKne-To onumK.

Bce aTu cpeactBa MAyT Ha NoAAeprKaHMEe U Pa3BUTME WUIPbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMYCKAlOTCA HOBble MatuM (undpoBble 3annaTku OaA
nporpammy), 3aKpblBatoTCA YA3SBUMOCTU CEPBEPOB.

B I'IO,CI,O6HbIX nrpax CTout onacatbCA HE CTOJIbKO CBOUX CONEPHUKOB, CKOJIbKO KpaXwu TBOEro
napoaAa, Ha KOTOPOM OCHOBAHa CUCTEMaA aBTOpPU3aL UK 60NbLUINHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrpoOBOro akKKayHTa:

1. Ecnm ppyroli urpok Beget cebs NaoXo UAM co3gaeT Tebe HenpuATHOCTK, 3abOKMpPYI ero B
CMUCKE UTPOKOB;



2. I'Io>+<anyl7|c51 AOMUHUCTPATOPaM WUIrpbl Ha MNJa0Xoe noBegeHme 3TOro Urpoka, »enatenbHo
NPUNOKNUTb KaKNe-TO A0Ka3aTeN1bCTBa B BUAe CKPUHOB;

3. He yKasblIBai MYHYy0 MHPOpMaLmio B npodaiisie urpbl;
4. YBaxal Apyrnx y4acTHUKOB MO UFpPE;

5. He ycTaHaBAuBalt HeoduuMaibHble NAaTYN U MOAbI;

6. Micnonb3yit cNoXKHbIE U pasHbie Naponu;

7. Naxke BO Bpems Urpbl He CTOUT OTKAKOYaTb aHTUBMPYC. MNoKa Tbl Urpaellb, TBOW KOMMblOTEP
MOTYT 3apa3uTb.

OULIKMHT nan KpaXa JIMYHbIX AdHHbIX

O6bluyHOM Kpakel feHer U OOKYMEHTOB CErofHs Y»e HWMKOro He yAMBULb, HO C Pa3BUTUEM
WNHTEPHET-TEXHO/IOTUIA 3/TOYMbILIIEHHUKN NEPEMECTU/IUCL B UHTEPHET, U MPOAO0/KAOT 3aHMMATbCA
"nobumbim" genom.

TaK nosBMAacb HOBaA yrpo3a: MHTEPHET-MOLIEHHMYECTBA UAU ULLKWHT, FNaBHaA LeNb KOTOpPOoro
COCTOMT B MOJIYYEHUU KOHPUAEHLMANbHbIX OaHHbIX MO/Ab30BaTeNei - NOrMHOB M naponei. Ha
aHrIMMcKom asbike phishing uMtaetca Kak ouwuHr (ot fishing - pbibHasa nosasd, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIOM:

1. Cnean 3a cBOMM aKkayHTOM. Eciv Tbl mofo3peBaellb, YTO TBOS aHKeTa Oblia B3/I0MaHa, TO
Heob6xo04MMO 3ab610KMPOBATbL €€ M COOBLLNTL AAMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKopee;

2. Ucnonb3yi 6e3onacHble Be6-CaiTbl, B TOM YMCE, UHTEPHET-MArasuHOB M MOUCKOBbLIX CUCTEM;

3. Wcnonb3yih CNoOXHble W pasHble naponn. Takum o6pasom, ecan Teba B3noOmaloT, TO
3/10YMbILUNEHHUKM NOYYaT AOCTYN TONbKO K OAHOMY TBOEMY NMPOGUIIO B CETU, @ HE KO BCEM;

4. Echn Teba B3nomanu, TO HeobxoAMMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOPble
nob6aBneHbl y Tebs B Apy3bAX, O TOM, YTO Tebs B3/1O0MAsM U, BOSMOXKHO, OT TBOEro MMeHU byaet
paccblNaTbCA CNam U CCbIIKM Ha GULLIMHIOBbIE CalTbI;

5. YcTaHoBM HageskHbi naposb (PIN) Ha MobUAbHbIN TenedoH;
6. OTK/II0UM coXpaHeHue naposia B bpaysepe;

7. He oTKpbIBai $ainbl U Apyrve BAOKEHUS B MUCbMaX, AaXKe eC/IM OHWU MPULLIM OT TBOUX ApY3eN.
Jlydlwe yTO4HM Y HUX, OTNPABAAAM M OHU Tebe 3Tu dalinbl.

Uudposana penyraumns

Undposan penytaumsa - 3TO HeraTMBHas WAM NO3UTUBHAA MHboOpmauus B ceTm o Tebe.
KomnpomeTupylowana uWHPopMaums, pasmelleHHas B WHTepHeTe, MOMEeT cepbesHbiM 06pasom
OTpa3uTbC Ha TBOEN peasbHOW Ku3HW. "Uudposaa penytauma" - 3TO TBOM MMWUAOXK, KOTOpPbIA
dopmumpyeTca us nHpopmaLmMm o Tebe B UHTEpHETE.

TBOE MeCTO KUTEeNbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOG nonoxeHue, ocobeHHoCTH XapaKTtepa u“
Paccka3bl O 61M3KMX - BCE 3TO HAKaM/IMBAETCA B CETU.

MHorve noapoCTKM /IETKOMBICIEHHO OTHOCATCA K Nyb6AMKaumMm AundHon uHdopmaumm B
NHTepHeTe, He NMOHMMas BO3MOMKHbIX nocneacTsuit. Tbl Aaxe HEe CMOMKellb A0rajatbCi O TOM, YTO



doTorpadus, pasmelleHHana 5 net Hasag, cTasa NPUYMHOMN OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapumn, pasmelneHme TBomx dpoTorpaduii U apyrme AencTBMA MOTYT HE MCYE3HYTb AarKe
nocsne TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXpPaHWA 3Ty MHPOpMaLMo, Nonana v oHa B
MOWMCKOBbIE CUCTEMbI U COXPaHWUIACh /I OHA, @ FNaBHOE: YTO NOoAyMmatoT 0 Tebe OKpyKatowme nau,
KOTOpble HAaNnAyT M yBUAAT 3T0. HalTn MHOPMALMIO MHOTO NET CNYCTA CMOMKET N1toboi - Kak 13 fobpbix
NobyKAEHWI, TaK U C HAMEPEHMEM MPUYUHUTD BPEA,. ITO MOXKET BbITb KTO YrOAHO.

OcHoBHble COBETbI NO 3alnTe LMPPOBON penyTaumu:

1. Noaymalii, npexae yem 4YTo-To Ny6/MKOBATL M NepeaaBaTb y cebsa B 610re nan B coumanbHOM
ceTu;

2. B HacTpoliKax npopuna ycTaHOBM OrPaHUYEHUs Ha MNPOCMOTP TBOEro npoduna u ero
COAEPKUMOTO, CAeal ero To/bko "ana apysein”;

3. He pasmewanm n He yKasbiBalh MHPOPMALMIO, KOTOPAs MOXKET KOoro-ambo ockopbniatb uau
obuxarb.

ABTOpPCKOE NpaBo

COBpEMeHHbIe WKOJIbHUKWN - aKTUBHbIE NO/1b30BaTENN LI,VI(I)pOBOI'O NPOCTPaHCTBA. OpaHako ganeko
He BCe€ 3HaloT, YTO NO0/ZIb3OBAHME MHOTMMUN BO3MOXHOCTAMMU LI,VI(I)pOBOI'O MUpa Tp66YET CO6!1IOLI,€HMF|
NnpaB Ha MHTENNEKTYA/IbHYIO COBCTBEHHOCTb.

TepMUH "MHTENNEKTYaNbHAA COBCTBEHHOCTL" OTHOCUTCA K Pa3IMYHbIM TBOPEHWUAM YE/10BEYECKOro
YMa, HauMHanA Cc HOBbIX M306peTeHni 1 3HaKoB, 0603HaYaoLWMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTN, U
3aKaH4YnMBaA KHUramum, d)OTOFpad)VIFIMVI, KMHOd)M}'IbMaMM N MYy3blKaZlbHbIMU NponsseaeHUAMN.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyaNbHyl0 COBCTBEHHOCTb Ha NPOW3BEAEHUA HAYKM,
nmTepaTypbl M UCKyccTBa. ABTOPCKME MpaBa BLICTYMalOT B KayecTBe rapaHTMM TOro, uTO
WHTENNEeKTYyaNbHbI/TBOPYECKUIA Tpysa aBTopa He 6yAeT HanpacHblim, [acT emy crnpasegjvBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TPyAa, NOAYyYUTb M3BECTHOCTb M MpU3HaHMe. HUKTO
6e3 paspelleHMs aBTOpPa HE MOMKET BOCMPOM3BOAMTb €ro npou3sBeneHue, PacnpocTpaHATb, Ny6aAMYHO
AEeMOHCTPUPOBaTb, NpPoAaBaTb, WMMMNOPTUPOBATb, MyCKaTb B NPOKaT, MNyBAMYHO UCMOAHATD,
NOKa3blBaTb/UCNONHATL B 3$UpPE UM pasmeLlaTtb B MHTepHeTe.

Ucnonb3osaHne “I'IMpaTCKOI'O" nporpammHoro obecneyeHns MoXKeT npnBectn K MHOTMM PUCKaM:
OT NOoTepn QAdaHHbLIX K TBOMM aKKayHTam 40 6ﬂ0KMpOBKM TBOEro yCTpOVICTBa, roe ycraHOB/EHa
HeneranbHaa nporpamma. He cTouT TakxKe 3a6bIBaTb, YTO CyLWEeCTBYHKOT NerajibHble U 6ecnnatHble
nporpammsbl, KOTOpble MOXXHO HalTKN B CETU.

O noprane
CeTeBMYOK.pO - TBOM rNaBHbIN COBETYMK B CeTU. 34eChb Tbl MOXKELIb Y3HaTb 0 6e30nacHOCTU B CeTH

NMOHATHbIM U AOO0CTYNHbIM A3bIKOM, a NP BO3HUKHOBEHUU KpMTMqECKOVI cnTtyaumun 06paTI/ITbCFi 3a
coBeToM. A TaKKe NMPUHATDL y4aCTe B KOHKYPCaxX U CTaTb CaMbiM LI,Md)pOBbIM Fpa)K,EI,aHVIHOM!

MpunoxkeHue N 3

NAMATKA ANA POOUTENEN O6 UHAOPMALMOHHOW BE3ONACHOCTM AETEN



OnpepeneHne TepmuHa "MHbopmaLmMoHHaa 6e3sonacHocTb aetein" coaepkutca B PegepanbHom
3akoHe N 436-93 "O 3awuTte geteit oT MHGOPMALUKN, MPUYNHAIOLLEN Bped UX 340PO0BbIO U pa3BuTmio”,
peryiMpyowmMm OTHOLWIEHWUA, CBA3aHHbIe C 3alMTON AeTeit oT MHbOopMaLMK, NPUUYNHAIOLWEN Bpesd UX
3/10p0OBbi0 M (MnK) pasBuTUiO. CornacHo AaHHOMY 3aKOHY "MHPopMaLMoHHasa 6e3onacHocTb aetei" -
3TO COCTOAHME 3alUULLEHHOCTU, MNPU KOTOPOM OTCYTCTBYET PWCK, CBA3AHHbLIM C NPUYUHEHUEM
MHbOpPMauMel Bpeaa Ux 340p0Bbo U (M) PU3NYECKOMY, MCUXUYECKOMY, AYXOBHOMY, HPAaBCTBEHHOMY
pa3BuTuio.

B cuny depepanbHoro 3akoHa N 436-03 nHdopmaument, NpuumMHaAOLWEN Bpes 340Pp0Bb0 U (MaK)
pas3BUTUIO AeTel, ABNAETCA:

1. nHdopmaums, 3anpeLleHHan ANA PacnpoCTPaHeHUs cpean aeTen;

2. WHPopmauma, pPacnpPoCcTpPaHEHWE KOTOPOM OrpaHUYeHO cpean gpeten onpeseneHHbIX
BO3PACTHbIX KaTeropum.

3. K nHpopmaLmm, 3anpeLLeHHON a5 pacnpocTpaHeHUa cpeam AeTel, OTHOCUTCA:

4. vHdopmaums, nobyxkaaowas AeTeil K COBEpLIEeHUD AeNCTBUN, NpeacTaBAAOWMX YIPo3y UX
KM3HU U (MN) 300p0OBbIO, B T.U. NPUUYNHEHUIO Bpeaa CBOEMY 340p0Bbt0, CaMoybuiACTBY;

5. cnocobHOCTb BbI3BaTb Yy AETEﬁ KenaHue YI'IOTpe6VITb HapKOTU4YeCKMNeE Ccpeacrtesa, NCUXOTPONMHbIE
n (VII'IM) oaypmaHuBakouwme BewecTBa, TabauyHble n3agenna, ankorosbHyto wm cnunptocoaeprKallyto
npoAyKLUIO, NNBO U HANUTKN, N3rOTaB/INBaeMblE Ha €ro OCHOBE,; NMPUHATL Yy4aCTUE B a3aPTHbIX UTpax,
3aHUMATbCA I'IpOCTMTyLI,MEI\/'I, 6pOAﬂ)KHMHECTBOM nnun HOHpomaﬁHMHeCTBOM;

6. 060CHOBbIBalOWAA WAM OMpPaBAbIBaOWAA AOMNYCTUMOCTb Hacuama n (Mam) Xectokoctn nmbo
nobyxaatoLan oCyLeCcTBATb HACUIbCTBEHHbIE AEMNCTBMA MO OTHOLIEHMIO K JIIOAAM N XUBOTHbIM;

7. oTpuLatoLLas CeEMENHbIE LEHHOCTU U GOPMUPYIOLLAA HEYBaXKEHUE K POAUTENAM U (MNK) ApYyrvMm
yneHam CemMby;

8. onpaegpbiBaloLan NPOTUBONPABHOE NOBEAEHME;
9. coaeprKalasn HeLeH3ypHyo bpaHb;
10. coaepkawan MHPopmaumio NnopHorpadpUyeckoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPOI orpaHnYeHo cpeam AeTei onpeseneHHoro Bo3pacra,
OTHOCHUTCA:

1. VIHd)OpN\aLI,VIFi, npegcrasndaemasn B suae M306pa)‘KeHMﬂ UM ONUCaHUA XKeCTOKOCTHU, ¢M3VI‘-I€CKOFO
n (VI}'IVI) NCUXUYECKOIo HaCnaunA, npectynaeHma nam nHoro aHTMO6LLI,eCTBEHHOFO AEVICTBVIFI;

2. Bbi3blBalOWAA Y AETEMN CTpaXx, Y¥Kac UAM NaHWUKY, B T.4. NpeacTaBasemas B Buae MsobparkeHus
MW OMUCAaHUA B YHWUXKAIOLWLEN 4enoBeyecKoe [OO0CTOMHCTBO (GOpMe HEHACUbCTBEHHOM CMepTw,
3aboneBaHua, caMoybmMiACcTBA, HECYACTHOTO C/lyYas, aBapumn UAKM KaTacTpodbl U (M1K) NX NOCNeaCTBU;

3. npeAcTaBnaseman B BUAE M306paXKeHUA NN ONMUCaAHMA NOJIOBbIX OTHOLLEHNI MeX Ay MYMKUNHOW
N XKeHLNHOM;

4. copepKallan bpaHHble C/I0BaA U BbipaXKeHUs, He OTHOCALLMECA K HeLeH3ypHOM BpaHu.

C yyeTom 3TOoro Bam npepanaratoTca npasuna paboTbl B ceTm WHTepHeT ana pasnuuHbIX
BO3PACTHbIX KaTeropuii, cobatoaeHne KoTopbix N03BoanUT obecneunTb MHPOPMaLMOHHYIO 6e30nacHoCTb
BalLMX geTen.
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O6wue npasuna gna poautenemn

1. HesaBucMmo oT Bo3pacTa pebeHKa UCNonb3yinTe nporpammHoe obecnevyeHune, nomoratoLiee
dnNbTpOBaTb M KOHTPOAMPOBaATb WMHPOPMaLMIO, HO He MojaramTecb MOAHOCTbIO HA Hero. Bawe
BHMMaHMeE K pebeHKy - FNaBHbIM MeTog, 3aLUnThbI.

2. Ecnn Baw pebeHOK MmeeT aKKayHT Ha OAHOM W3 colManbHbiXx cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO M3yuMTE, KaKyto WHOOPMAUMIO MOMELLAIOT €ro
YYaCTHUKM B cBOMX Npodunsax u baorax, Bkaodaa ¢otorpadpun 1 suaeo.

3. MNpoBepbTe, C KakKMMM APYrMMW CaliTamMu CBA3AH COLMaNbHbIA cepBuc Bawero pebeHka.
CTpaHMukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMKM, HO MOTYT M COAEprKaTb CCbUIKM Ha
HexkenaTeslbHble M OnacHble CalTbl (Hanpumep, MOPHOCAWT, UAWM CalT, HAa KOTOPOM ApPYr yNOMWHaeT
Homep coToBoro TenedoHa Bawero pebeHka naum Baw gomaluHuin agpec)

4. NoolwpAnTe Bawmnx geteit coobwaTb 060 BCeM CTPaHHOM WAWN OTTaNIKMBAOLWEM U HE CAULIKOM
OCTPO pearupynTte, Koraa OHU 3TO AenaloT (M3-3a onaceHua noTepATb A0CTYn K WHTepHeTy Aetn He
roBOPAT poaUTENAM O NPobBiemMax, a TaKKe MOryT HayaTb MCMNO/1b30BaTb MHTEPHET BHE A0Ma U LLKO/bI).

5. ByabTe B Kypce ceTeBon Ku3HW Bawero pebeHka. MHTepecynTech, KTO UX Apy3bA B MIHTEpHeT
TaK e, Kak MHTepecyeTecb peasibHbIMU APY3bAMMU.

Bospacrt ot 7 po 8 ner

B MHTepHeTe pebeHOK cTapaeTcA NOCETUTb T€ WM MHbIe CaliTbl, @ BO3MOKHO M YaTbl, pa3peleHne
Ha nocelleHMe KOTOPbIX OH He MoJsyuymn 6bl OT poauTenei. MoaTomy poauTensim ocobeHHO NonesHbl
6yayT Te OTYeTbl, KOTopble NPeAoCTaBAATCA MporpammamMu MO OrpaHUYEHUIO WCMO/b30BaHUA
MHTepHeTa, T.e. POAMTENbCKUIA KOHTPO/Ib MK TO, YTO Bbl CMOXKETE YBUAETH BO BpemMeHHbIX daiinax. B
pesynbTaTe, y pebeHKa He ByaeT oOLWyLeHWa, YTO 33 HUM BeAeTCA NOCTOAHHbIA KOHTPO/b, OAHAKO,
poauTenn 6yayT no-npekHemy 3HaTb, Kakue CaiTbl nocellaer ux pebeHoK. [eTn B 4aHHOM BO3pacTte
061343l0T CUABbHBIM YYBCTBOM CEMbW, OHU AOBEPYMBbLI U HE COMHEBAIOTCA B aBTopuTeTax. OHU N06aT
UrpaTb B CETEBbIE UMPbl M NYTELeCTBOBATb N0 VIHTEPHETY, UCNOAb3YA SNEKTPOHHYI0 MOUTY, 3aX04MUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

CoBeTbl N0 6e30MacHOCTM B ceT MHTepHeT ana geten 7 - 8 net

1. Co3pgaiiTe CNMCOK AOMALLHMX NpPaBua noceweHns MHTepHeTa Npu yyacTum aeten u Tpebyite
€ro BbIMNOJIHEHUS.

2. TpebyiiTte oT Bawero pebeHKa cobaogeHna BPEMEHHbIX HOPM HaXOXAEHMA 33 KOMMNbIOTEPOM.
MoKkaxuTe pebeHKy, uto Bbl HabaoAaeTe 3a HUM He MOTOMy 4To Bam 3TO Xo4eTcs, a NOTOMY YTO Bbl
6ecnokonTecb 0 ero 6€30NacHOCTM 1 BCceraa rotosbl emy NOMOYb.

3. KomnbloTep ¢ noaknatoueHmem K MHTEpHETY A0/KeH HaxoauTbcA B obuieid KomHate nog,
NPUCMOTPOM poauTenen.

4, MCI'IOJ'Ib3yI7ITe cneunanbHble AETCKME NOUCKOBbIE MaLLUNHDbI.

5. Wcnonb3syiite cpeactBa 6N0KMPOBAHWA HEKENATENbHOTO KOHTEHTA KaK AOMOJIHEHME K
CTaHAaPTHOMY PoauTENbCKOMY KOHTPOAIO.

6. Co3aainTe CeMenHbIA 3NIeKTPOHHbIM AWMK, YTODObl HE MO3BOAUTL AETAM UMETb COOCTBEHHbIE
aapeca.

7. BnoKkupyiTe poctyn K calTam c  6ecnnaTHbIMM  MNOYTOBbIMM  AWMKAMM C  MOMOLLbBHO



COOTBETCTBYHOLWLErNO NPOorpaMmHoOro obecneyeHus.

8. Mpuyunte peTelt cosetoBaTbCA C Bamu nepep onybankosBaHMem Kakon-nnbo mHpopmaumm
CpencTBamm 31EKTPOHHOM NOYTbI, YaTOB, PEFUCTPALMOHHbLIX GOpM 1 Npodunei.

9. Hayunte geTein He 3arpyaTtb ¢panbl, Nporpammbl nam my3biKy 6e3 Ballero coriacus.
10. He paspelalitTe 4eTAM UCMO/Ib30BaTb CNYKObl MTHOBEHHOIO 06MeHa CoobLLEHMAMM.

11. B "6enbiin" cnncok canToB, paspeLleHHbIX A8 NOCELWEHNsA, BHOCUTE TONbKO CaliTbl C XOpOLLEen
penyTauuen.

12. He 3abbiBaiTe becegoBatb ¢ AeTbMKU 06 Mx Apy3bax B NIHTepHeTe, Kak ecan bbl pedb Wwna o
OPpY3bAX B peasibHOM XKU3HMN.

13. He penaitTte "Taby" 13 BONPOCOB MOJIOBOM KWU3HU, TaK KaK B MIHTepHeTe AeTU MOryT Nerko
HATKHYTbCA Ha NopHorpaduio Uau cantbl "ansa B3pocabix'.

14. MpuyumTe Bawero pebeHka cooblatb Bam 0 /06bIX Yyrpo3ax MAM TPeBOrax, CBA3aHHbIX C
NHTepHeTom. OcTaBaiTeCb CMOKOMHLIMM M HAaNOMHWUTE AETAM, YTO OHWM B 6€30MacHOCTM, eciv camu
paccKkasanuM Bam O CBOMX TpeBorax. [loxBasuTe MX W NOCOBETyWTe NOAOMTM ele pa3 B NoAo6HbIX
cnyyanx.

Bospacr geTeii ot 9 Ao 12 ner

B gaHHOM BO3pacTe AETU, Kak NPaBu/Io, YXKe Hac/bllaHbl O TOM, Kakaa MHPOopMaLMa CylLecTsyer
B MHTepHeTe. CoBepLIEHHO HOPMasbHO, YTO OHWM XOTAT 3TO YBUAETb, NPOYECTb, YC/blWaTb. Mpu 3TOM
HY’KHO MOMHUTb, YTO AOCTYM K HEMKeNnaTe/ibHbIM Matepranam MOXHO /ierko 3ab/ioKMpoBaTb Mnpu
nomoLLu cpeacTs PoanTenbCKoro KOHTPOAS.

CoBeTbl No 6be3onacHocTn gna aeteit ot 9 go 12 net

1. Co3paliTe CNMCOK AOMALLHUX NPaBUA NoceleHnsa MHTepHeT Npu y4acTun getei u Tpebyite ero
BbINOJIHEHMA.

2. TpebyliiTe oT Bawero pebeHKa cobtoaeHNA HOPM Hax0XAeHMA 32 KOMMNbIOTEPOM.

3. Habntogaiite 3a pebeHKoM Npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe eMy, YTo Bbl BecnokonTechb
0 ero 6e30MacHOCTM U BCeraa rotoBbl OKasaTb eMy MOMOLLb.

4. KomnbloTep C nogxatodeHnem B WMHTepHET A0/KeH HaxoAuTbca B 06lielt KoMHaTe nop,
NPUCMOTPOM poauTenen.

5. Wcnonb3syiite cpeactBa 610KMPOBAHWA HEKENATENbHOTO KOHTEHTA KaK AOMOJIHEHME K
CTaHAapPTHOMY PoauTENbCKOMY KOHTPOAIO.

6. He 3abbiBailTe MpUHMMATL HEMNoCpeaCcTBEHHOE y4yacTMe B KU3HM pebeHKa, 6ecegoBaTb C
AeTbmu 06 nx apy3bax B MHTepHeTe.

7. HactauBaliTe, 4TObbl AETW HUKOTAA He COrMalWannucb Ha /SINMYHble BCTPEYM C APY3bAMM MO
UHTepHeTy.

8. MNo3BosAlTe AETAM 3aX0ANTb TO/IbKO Ha caliTbl U3 "6enoro" cnucka, KOTopbIN CO34ailTe BMecTe
C HAMMU.

9. MpuyunTe fgeTell HUKOrAa He BblAaBaTb JIMYHYIO MHPOPMaUMIO CpeacTBaMM 3SNEKTPOHHOM
MoyYTbl, 4aTOB, CUCTEM MFHOBEHHOr0 ObmeHa COOBWEHUAMMN, PEerncTPaLMoHHbIX GOPM, AMYHbIX



npodunei n Npu perncTpaunm Ha KoOHKypcbl B HTepHeTe.

10. MpuyunTe getel He 3arpyr*kaTb Nporpammbl 6e3 Bawero paspeleHns. O6bACHUTE UM, YTO OHU
MOTYT C/ly4aliHO 3arpy3nTb BUPYCbl MW APYroe HexenatenbHoe nporpammHoe obecrnedyeHme.

11. Co3painTe Bawemy pebeHKy orpaHMYEHHYI0 YYEeTHYO 3anuchb A5 paboTbl Ha KOMMblOTEpPeE.

12. MpuyumTe Bawero pebeHka cooblatb Bam 0 /O6bIX Yrpo3ax MM TPEBOrax, CBA3aHHbIX C
MHTepHeTOM. HanomHute aeTam, 4To OHM B 6€30MacHOCTW, eCNM CaMM pPaccKasanM Bam O CBOWX
TpeBorax v onaceHusx.

13. PaccKkaxuTe aetam o nopHorpadpum B MHTepHeTe.

14. HactamBaiite Ha ToMm, YTOObI AETM NPeAoCTaBAA/IM BaM AOCTYN K CBOEM 3/IeKTPOHHOM nouyTe,
yTobbI Bbl Y6EANANCH, YTO OHM He 06LatoTCA C HE3HAKOMUAMMU.

15. O6bAcCHUTE AEeTAM, 4YTO He/b3sA WMCMO/b30BaTb CETb AJ/1A XY/AWUraHCTBa, PacrnpoCTpaHeHus
CNAeTeH UAN yrpos.

Bospacr gerteiti ot 13 go 17 ner

B 3Tom BO3pacTe MNOAPOCTKM aKTUBHO MCMONb3YIOT MOWCKOBblE MalLMHbI, MNOJb3YIOTCA
3/1EKTPOHHOM NOYTOW, CNYK6AMN MTHOBEHHOTO 06MeHa COOBLLEHUAMM, CKAUYMBAIOT MY3bIKY U GUNbMBI.
ManbyMkam B 3TOM Bo3pacTe 60/iblie NO HPaBy CMEeTaTb BCE OrpaHWYEHMA, OHMU KaxayT rpyboro
IOMOPa, a3aPTHbIX UrP, KAPTUHOK "ans B3pocabix'. JeBoYKM NpeanounTatoT obwaTbca B YaTax, Npyu aTom
OHW ropasao 6osee YyBCTBUTE/bHBI K CEKCYasIbHbIM AOMOraTeIbcTBam B MHTepHeTe.

3ayacTylo B 4aHHOM BO3PacTe POAMUTE/IIM Y¥Ke BECbMA C/IOXKHO KOHTPO/IMPOBaTb CBOMUX AETeW, TaK
Kak 06 WMHTepHeTe OHM yKe 3HAKT 3HAuYUTENbHO bosiblie CBOWMX poauTenein. Tem He MmeHee, He
oTnyckante pgeteit B "cBobogHoe nnaBaHue" no WHTepHeTy. CTapaiTecb aKTMBHO Yy4acTBOBaTb B
obweHnn pebeHKa B UHTepHeTe.

BakHO mo-npekHemy cTporo cobaoaatb Npasuna MHTepHeT-6e30NacHOCTU - COrNalleHne Mexay
poautenamm M getbMu. Kpome TOro, HeobxogMMO KaK MOMKHO Yalle NpPocMaTpuBaTb OTYETbI O
aestenbHocTn getelt B MHTepHeTe. CneayeT obpaTuTb BHMMAHME Ha HEOBXOAMMOCTb COAEpMKaHWA
pPOAUTENBLCKUX Naponei (naposiel agMMHUCTPATOPOB) B CTPOrOM cekpeTe M 06paTUTb BHMMaHWE Ha
CTPOroCTb 3TUX Naposen.

CoBeTbl N0 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3gaiiTe CNMCOK AOMalIHWUX NpPaBUA MocelleHna WMHTepHeTa Mnpu yyacTUM NOAPOCTKOB U
TpebyiiTe 6e3ycnoBHOro ero BblnosiHeHMA. ObroBopuTe ¢ pebeHKOM CMMCOK 3amnpeLlleHHbIX CalToB
("yepHbIit cnncoK"), yackl paboTbl B UHTepHETE, PYyKOBOACTBO NO 06LLeHMIO B MIHTepHeTe (B TOM uncne B
yaTax).

2. KON\I'IbI-OTep C NOAKNHYEHNEM K CETU MHTepHET AO0J/1I)KeH HaXo4nTbCA B OﬁLIJ,Eﬁ KOMHaTe.

3. He 3abbiBaiite 6ecenoBatb ¢ AeTbMM 06 UX Apy3baAX B MHTepHETE, O TOM, YEM OHM 3aHATHI
Takum 06pasom, 6yATO peub MAET O APY3bAX B PeanbHOM XusHu. CnpalimsaiiTe o A0AAX, C KOTOPbIMK
AeTn obwatoTca nocpeacTBOM CNyK6 MrHoBeHHOro obmeHa coobuieHnaMu, YTobbl ybeauTbes, 4To 3Tu
04N UM 3HAKOMbI.

4, MCHOﬂbSVVITe cpeAactea 6ﬂOKMpOBaHVIH HeXenaTe/ibHOro KOHTEeHTa KaK AonoJsiIHeHue K
CTaHOAPTHOMY Poguten bCKOMY KOHTPO/IHO.

5. H806X0,£|,VIMO 3HATb, KakKMMU 4YaTaMM NOJ1b3YIOTCA Bawwn petwm. r|00LLI,pF|l7ITe ncnonb3oBaHme



MOZepnpyeMbIX 4aToB M HacTamealTe, YTobbl 4eTU He 06LLANNCh B MPUBATHOM PeXMUME.

6. HactamBante Ha TOM, 4TOObl AETM HUKOrAA HE BCTPEYANUCHb JIMYHO C APY3bAMU U3 CETU
UHTepHeT.

7. Mpuyunte aetert He BblAaBaTb CBOK JIMYHYIO MHPOPMALUIO CPeacTBAMMN INEKTPOHHOMN NOYThI,
YyaToB, CUCTEM MIHOBEHHOIO 06MEHa COOBLLEHMAMM, PETUCTPALMOHHBLIX POPM, INYHbIX NPodUAen 1 Npu
perncTpaunmn Ha KOHKypCbl B UHTepHeTe.

8. MpuyunTe aeTei He 3arpy*Katb Nporpammbl 6e3 Bawero paspeweHns. O6GbACHUTE UM, YTO OHU
MOTYT C/Iy4aiiHO 3arpy3unTb BUPYCbl MW APYTOe HexKenaTe/bHoe NporpaMmHoe obecneyeHue.

9. Mpuyuynte Balwero pebeHKa coobw,aTb Bam O MO6bIX Yyrpo3ax MAW TPeBOrax, CBA3aHHbIX C
NHTepHeTOM. HanoMHuTe AeTAM, YTO OHWM B 6€30MacHOCTH, eC/iM CaMM PacCcKasann Bam, O CBOMX yrpo3ax
nnun Tpesorax. MoxBannTe UX U NOCOBETYMTE NOAOWNTH eLLe pa3 B NOLOOHbIX C/yYasX.

10. Pacckaxkute pgetam o nopHorpadum B WHTepHeTe. Momornte um 3alUTUTLCA OT chama.
HayuyuTe noApoCTKOB He BblAaBaTb B MIHTepHeTe CBOEro peasbHOro 3/1eKTPOHHOro agpeca, He OoTBeyaTb
Ha HeXeflaTe/ibHble NMCbMA M UCMNOAb30BaTb CNeLMabHble NOYTOBbIE PUABTPBI.

11. NpuyunTe cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.

12. Hayuute geTelt yBaxkaTb APYrUX B UHTepHeTe. Yb6eauTech, YTO OHWM 3HAKOT O TOM, YTO NpPaBuUa
XOPOLEero NoBeAeHNn AEUCTBYIOT BE34E - AaXKe B BUPTYa/IbHOM MUpe.

13. ObbACHUTE AETAM, YTO HU B KOEM C/yyae Hesib3si Mchnosb3oBaTb CeTb A/ XYJIMTAaHCTBa,
pacnpocTpaHeHua cnaeTeH Uin yrpos Apyrum JIlogam.

14. Obcyamte C NogpoOCTKamMu Npobnembl CeTeBbIX a3apPTHbIX UMP M MUX BO3MOMKHbIA PUCK.
HanomHuTe, 4TO AETM HE MOTYT UTPaATb B 3TU UIPbl COrNACHO 3aKOHY.

MOCTOAHHO KOHTPOAMpPYITE Mcnosib3oBaHMe WHTepHeTa Bawum pebeHkom! 370 He HapyweHue
€ro /IMYHOro NPOCTPaHCTBA, a Mepa MNPeAOCTOPOXKHOCTM M NposABieHWe Bawel poauTenbcKoin
OTBETCTBEHHOCTM M 3a60Tbl.




