MHOOPMALMOHHAA NAMATKA
ANA ObYHAKOLWUNXCA ONA PASMELLEHUA
HA OPULUUNANbHBIX UHTEPHET-PECYPCAX

C Kaxapim rogom MONOAEKM B MHTEPHETE CTAHOBUTLCA 60ﬂbLLle, d
LWWKOZIbHUKN OAHU U3 CaMbIX aKTUBHbIX nonb3oBaTenemn PyHeTa. ME)K,CI,V TEM,
NOMMMO OrpoOMHOIo KoJinyecrtBa BO3MOHHOCT€ﬁ, MHTEPHET HeCeT U I'IpO6fI€MbI.
OTa NamMATKa A01XKHA NOMOYb Tebe 6e3onacHo HaxoaAuTbCA B CeTU.

KomnbloTepHble BUPYChI

KomnbloTepHbIA BUPYC - 3TO PA3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamm,
OT/INYNTENIbLHON 0COHEHHOCTLIO KOTOPOW ABNAETCA CNOCOHOHOCTD K Pa3MHOXKEHMUIO.
B pononHeHue K 3TOMy, BUPYCbl MOFYT NOBPEAUTb UAM MONHOCTBIO YHUYTOXKUTD
Bce ¢alinbl U AaHHblE, NMOAKOHTPO/bHbIE MO/b30BATEN0, OT MMEHM KOTOPOro
Hbbia 3anyweHa 3aparKeHHas MNporpaMma, a TaKXKe MOoBpeauTb UAM  AaxKe
YHUUTOXUTb OMEpaUMoHHY0 cuctemy co Bcemu annamm B uenom. B
60NbLIMHCTBE Cy4aeB PacNpPOCTPAHAOTCA BUPYCbl Yepes MHTEPHET.

MeToabl 3aLWUTbl OT BPEAOHOCHbIX MPOrpamm:

1. Wcnonb3yih coBpeMeHHblE OMNepauMoOHHbIE  CUCTEMbI, UMMeloLlue
CcepbesHbI YPOBEHb 3aLLNTbI OT BPeA0HOCHbIX NPOrpamm;

2. [MoctosHHO YycTaHaBAMBaW NaytT (uMdpoBble 3anaaTku, KoTopble
aBTOMATMYECKN YCTAaHABAMBAIOTCA C Lenbio A0paboTKM nporpammbl) U apyrue
obHOBNEHUA CBOEW onepauuMoHHOM cuctembl. CKauMBal UX TONbKO C
obuumanbHoro camta paspaborumka OC. Ecam  cywecTByeT  perruMm
aBTOMAaTMYECKOro 0OHOBNEHUSA, BK/IIOUYM E€TO;

3. PaboTali Ha cBOeM KOMMbIOTEpe MoA npaBamu MO/b30BaTeNA, a He
agMUHUCTPATOpa. ITO He MO3BOAUT OONbLIMHCTBY BPEAOHOCHbLIX MPOrpamm
MHCTAN/INPOBATLCA Ha TBOEM NEPCOHA/IbHOM KOMMbIOTEPE;

4. Wcnonb3ym aHTUBUPYCHble MNPOrPaMMHbIEe MPOAYKTbl  U3BECTHbIX
NpousBoANTENEN, C aBTOMATUYECKUM 06HOBNEHWEeM 6as3;

5. OrpaHunyb GM3NYECKMA AOCTYN K KOMNbIOTEPY A5 NOCTOPOHHUX NNL;

6. Mlcnonb3yi BHeEWHME HOoCUTENU MHPOPMALMKN, TaKME KaK ¢nellka, AUCK
nnu ¢ann N3 NHTEPHETA, TONbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oOTKpbiBalh KOMNbiOTEPHblE Galnbl, NOJYyYEHHbIE M3 HEHAAEXKHbIX
MCTOYHUKOB. [arke Te ¢pannbl, KOTOPbIe NPUCAAN TBOM 3HAKOMbIN. Jlydlle YTOUYHU Y
Hero, OTNPaBAAN N OH Tebe unx.



Cetn WI-FI

Wi-Fi - 31O He BuA nepenayn AaHHbIX, HE TEXHO/IOTUSA, @ BCEro NnLb bBpeHa,
Mmapka. Ewe B 1991 roay HMAepnaHACKaA KOMMNAHWA 3apernctpupoBana bpeHs
"WECA", u4To o0603Hayano cnosocoyetaHne "Wireless Fidelity", KoTopbit
nepeBoaMTCA Kak "becnpoBogHaa TOYHOCTL'.

[lo Halwero BpemeHu golwna aApyras abbpesunatypa, KOTopaa ABAAETCA TAKOM
e TexHonornen. 310 abbpesmatypa "Wi-Fi". Takoe HasBaHue 6bINO AaHO C
HaMeKOM Ha CTaHZapT BbICLLEel 3ByKOBOM TexHUKM Hi-Fi, 4To B nepeBoae o3HayaeT
"BbICOKaA TOYHOCTL".

[a, 6ecnnatHblM MHTEPHET-A0CTYN B Kade, OTensAx U asponoprtax ABAAeTca
OT/IMYHOMN BO3MOKHOCTbIO BbIXOAA B UMHTEPHET. HO MHOrMe 3KcnepTbl CYMTAIOT,
yTo obwepnoctynHble Wi-Fi ceTn He siBnAoTcA 6e30nacHbIMM.

CoBeTbl No 6e3onacHocTK paboTbl B 0bweaocTynHbix cetax Wi-fi:

1. He nepepaBait cBOK NNYHYO MHPOPMaLMIO Yepe3 oblieaoctynHblie Wi-Fi
cetn. PaboTasn B HUX, KenaTeNbHO He BBOAMTb MNApoN A0CTYyNa, IOTMHbI U KaKue-
TO HOMEPa3;

2. Ncnonb3yit n o6HOBAAN aHTUBUPYCHblE Nporpammbl U GpaHamayep. Tem
cambIM Tbl 06e30Macullb cebs OT 3aKauyku BMPYCa Ha TBOE YCTPOMCTBO;

3. MNpu ncnonbzosaHum Wi-Fi oTknoumn oyHKumio "Obwmnii goctyn K dpaiinam u
npuHTepam". [JaHHaa ¢yHKUMA 3aKpbiTa NO YMONYAHWUIO, OA4HAKO HEKOTOpble
Nno/sb30BaTeNIN aKTUBUPYIOT ee Ans yaobctBa MCNONb30BaHMA B paboTe wau
yuebe;

4. He wvcnonb3yn nybamuHbin WI-FI pgna nepepaun NAWYHbIX AaHHbLIX,
Hanpumep 415 BbIXO4a B COLMANbHbBIE CETU UM B 3/IEKTPOHHYIO MOYTY;

5. cnonb3yn TONbKO 3almueHHoe coegunHeHue yepe3d HTTPS, a He HTTP,
T.e. Npu Habope Beb-aapeca BBoAN MmeHHO "https://";

6. B mobunbHom TenedpoHe oTkatoum PyHKuMio "MoakntoueHne K Wi-Fi
aBTomaTtuyeckn". He gonyckam aBTOMATMYECKOrO MOAKAKOYEHUS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacums.

CoumnanbHble ceTn

CoumnanbHble CeTU aKTUBHO BXOAAT B HaLUy KM3Hb, MHOTME N0AN paboTatoT U
MBYT TaM MOCTOAHHO, a B Facebook y»xe 3apernctpuposaH muaanapm 4Yenosex,



yTO ABNAETCA OAHOWN CebMOW BCeX XuTener nnaHetbl. MHOrMe nonb3oBaTenun He
NOHMMAIOT, YTO MHPOPMALMA, PAa3MELLEHHAA UMM B COLMAJBbHBIX CETAX, MOXKET
6bITb HalMAEeHa M MCNONb30BaHa KEM YrogHoO, B TOM 4uc/ie He 006A3aTeNnbHO C
61arMMmn HamepeHUAMM.

OcHOBHble coBeTbl N0 6e30nacHoOCTU B coumnanbHbIX CETAX:

1. OrpaHuMyb CNUCOK Apy3eit. Y Tebs B Apy3bAX HE AONKHO ObITb C/Iy4alHbIX U
HEe3HaKOMbIX NOAEN;

2. 3awmuar CBOK YaCTHYH XU3Hb. He yKasbiBah naponu, TenedoHsbl,
agpeca, AaTy TBOEro POMAEHUA W OPYIYIO  AUMYHYHO  MHPOpMauLumio.
310yMbILWWNEHHUKN MOTYT UCMOb30BaTh AaxKe MHPOPMALMIO O TOM, KaK Tbl U TBOU
POANTENN NNAHMPYETE NPOBECTU KaHWUKY/bI;

3. 3aWwmLLLal CBOKO penyTauuio - AepXu ee B YNCTOTe 1 3aaaBai cebe Bonpoc:
xoTen 6bl Tbl, YTobbl ApyrMe nonb3OBaTeNU BUAENMU, UYTO Tbl 3arpyaellb?
Moaymai, npexae Yem 4YTo-To onybAMKOBaTb, HaNMCcaTb U 3arpy3unTb;

4. Ecam Tbl roBOpULWb C IIOAbMU, KOTOPbIX HE 3HAeLlb, HE MUCMO/b3yMh CBOE
peasibHOe UMA N APYryl0 NNYHYI0 MHGOPMALUN: UMA, MECTO KUTENbCTBA, MECTO
y4ebbl 1 npouee;

5. U3beran pasmeweHna ¢otorpapun B UHTEpHETe, rae Tbl 3o6parkeH Ha
MECTHOCTU, N0 KOTOPO MOXHO ONpeaenTb TBOE MeCTOMNO/I0KEHME;

6. lMpu peructpaumm B COUMANBHOM CeTU HeobxoaAMMO WUCNOAb30BaTb
CNOXHble NapoJjin, coctoAalmne 13 6yKB n Ll,l/ld)p N C KOZIMYeCTBOM 3HAKOB He MmeHee
8,

7. [Ona coumanbHOM CeTU, MoYTbl U  APYrUX CanToB HeobxoaAmmo
MCNONb30BaTb pa3Hble Napoan. Torga ecnm Tebs B31OMAIOT, TO 3/I0YMbILLNEHHUKM
No/ly4aT AOCTYN TO/IbKO K 0A4HOMY MECTY, a He BO BCe cpasy.

INEeKTPOHHbIe AEeHbIU

INEeKTPOHHbIE AEeHbIM - 3TO O4YeHb YAOOHbIM cnocob nnaTexken, OAHAKo
CYLL,ECTBYIOT MOLLUEHHWNKM, KOTOPbIE XOTAT NOJIY4UTb 3TN AEHbIU.

3I'IEKTpOHHbIe AeHbr'n NnoABNANCbL coBCeM HEAABHO N MMEHHO M3-3a 3TOTO BO
MHOTUMX rocyagapcrBax A0 CUX MNOP He NPONMNCaHO NPO HUX B 3aKOHaXx.

B Poccum ke oHU GYHKLUMOHMPYIOT M O HUX YXKE NMPONMUCAHO B 3aKOHE, rae ux
pa3aensoT Ha HECKO/IbKO BUAOB - aHOHUMHbIE U He aHOHUMHbIe. PasHuua B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeluaeTca NpoBoaMTb onepauuu 6es
MOeHTUPUKALMM  MONb30BaTeNA, a B  HEAHOHMMHbIX  MAeHTUPMKauumA



nonb3oBaTens ABAAeTcs 06a3aTeNbHON.

TakKe cneayeT pasnyatb INEKTPOHHble  @UATHble AeHbrn  (paBHbI
rocyapCTBEHHbIM Ba/lOTaM) W 3/1EKTPOHHble HeduaTHble AeHbrn (He paBHbI
rocyAapcTBeHHbIM BaNtOTam).

OcHoOBHble coBeTbl N0 6e3onacHowm pa60Te C 9NIEKTPOHHbIMU AEHbraMu:

1. MpuBAXKKN K cyeTy MOBUNBbHbBIN TenedoH. ITO cambi YAOOHbIN U BbICTPbIN
cnocob BOCCTaHOBUTb AOCTyN K cyeTy. puBA3aHHbIA TenedoH NMOMOXKET, ecnu
3abyaewb CBOM NaTeXHbIM MNAapo/ib MAM 3aMdellb Ha CalT C He3HaKoMOoro
YCTPOWCTBa;

2. WNcnonb3ynm opHopasoBbie naponn. [locne nepexoda Ha YCU/IEHHYHO
aBTopu3aumio Tebe yxe He bGyaeT yrpoXaTb OMACHOCTb KpaxKM WAM NepexBaTa
NNATEXHOro Napons;

3. Bbibepu cnoskHbIA naponb. MpecTynHMKam 6yaeT He npocTo yrajaTtb
CNOMKHbIA Naposib. HajeskHble Maponn - 3TO Mapoan, KOTOpble CoAepKaT He
MeHee 8 3HAKOB M BKIHOYAlOT B CebA CTPOUHbIE M NPOMUCHble ByKBbI, LUMdPbLI U
HECKO/IbKO CMMBOJIOB, TaKMe KaK 3HaK go/1apa, GyHTa, BOCKAMLATE/IbHbIN 3HAK U
T.n. Hanpumep, StRONng!;;

4. He BBOAM CBOU NINYHbIE AaHHblE HA CaﬁTaX, KOTOpPbIM HE AoBepAeLlb.
3I'IEKTpOHHaﬂ no4Tta

JNEeKTPOHHaA No4yTa - 3TO TEXHONOIMMA U NpPeaoCTaBAAEMble el YCAyrn no
NepecbIIKe U NOIYYEHUIO INEKTPOHHbIX COObLLLEHNIM, KOTOPbIE pacnpeaenatoTca B
KoMmnbloTepHOM ceTu. OO6bIYHO 3NEKTPOHHbIA MOYTOBbLIA  AWWK BbIFNAAUT
cnegyowmm  obpasom:  UMA_NOSb30BaTeNA@UMA_AOMeHa. TaKKe Kpome
nepeaayn NPOCTOro TeKCTa, UMeeTCA BO3MOXKHOCTb NepesaBaTb Gpanbl.

OcHOoBHble coBeTbl No 6e30nacHoi paboTe C 3NeKTPOHHOM NOYTOM:

1. Hapgo BbiGpaTb nNpaBW/IbHbLIA MNOYTOBLIN cepBUC. B MHTepHeTe ecTb
OrpOMHbIN BblIBOp 6ecnnaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO Nydlle A0BEpATb
TEM, KOO 3HaelWb M KTO NepPBbI B PENTUHTE;

2. He yKa3blBal B IMYHOM NouTe NINYHYIO MHPopmaumto. Hanpumep, nydwe
BblObpaTb "My3bikanbHbIN_paHaT@" nnm "pok2013" emecto "temall"”;

3. Ucnonb3yn p[Byx3TanHyk aBToOpuM3auuio. ITO KOrga MNOMMMO Mapons
HY»KHO BBOAMTb KOA, NpUcbliaembin no SMS;

4. Bbibepu cNoXKHbIN Naponb. [Ns KaxkA4oro NoYToBOro AlMKa A0NXKEH bbITb



CBOM HAAEMHbIN, YCTOMYMBBIN K B3NOMY NApPO/b;

5. Ecnm ecTb BO3MOXHOCTb HamucaTb CamMOMYy CBOW JIMYHbIM BOMPOC,
MCNONb3YMN 3TY BOSMOXKHOCTb;

6. Mcnonb3yh HECKONbKO MOYTOBbIX AWMKOB. [lepBbln 4NA  4YaCTHOM
NnepenucKkn ¢ agpecaTtamu, KOTOPbIM Tbl fOBepsAeLlb. ITO 3NEKTPOHHbIM aapec He
Ha/Zl0 MCMNONb30BaTb NPWU pPerucTpaummn Ha opymax u camTax;

7. He oTKpbiBal ¢ainbl U Apyrne B/IOMKEHUA B MUCbMAx, Aaxe ecn OHMU
NPULWAN OT TBOMX Apy3en. Jlydlwe YTOUYHU Y HUX, OTNPABAAIN N OHWU Tebe 3TK
dannbl;

8. MNocne oOKOHYaHMA pPaboTbl Ha MOYTOBOM CepBUCE MNepen 3aKpbiTUeM
BKN1aAKW C calTOM He 3abyab HaxkaTb Ha "Bbintu".

KnbepbynnuHr unm BupTyanbHoe U3[eBaTeibCTBo

KubepbynnuHr -  npecnegoBaHue  coobWEHMAMM,  cogeprKalmm
ocKkopbneHus, arpeccuio, 3anyrmBaHue; XYJINFAHCTBO; coumanbHoe
60MKOTMPOBaAHME C MOMOLLBIO PA3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6bopbbe ¢ KnbepbynnnHrom:

1. He 6pocauca B 60u. Jlyywmnit cnocob: nocoBeToBaTbCA Kak cebs Bectu W,
€C/IN HeT TOro, K KOMy MOXHO 0b6paTuUTbCA, TO BHayane ycnokouTbca. Ecam Tbl
HayHelWwb OTBeYaTb OCKOpbieHMAMM Ha ockopbneHuA, TO TONbKO ewe 6osblue
pa30rKKelb KOHPAUKT;

2. YnpaBnaun cBoen Knbeppenytauuen;

3. AHOHMMHOCTb B CETU MHMMaA. CyLLl,eCTByI-OT cnocobbl BbIACHUTb, KTO CTOUT
3d dHOHMMHbIM aKKaYyHTOM,

4. He cTOMT BECTM XYAUFaHCKM 06pa3 BUPTYanbHOM KU3HWU. WNHTepHeT
buKCcMpyeT BCe TBOWM AEWUCTBMA W COXpaHsaeT ux. Yaanutb ux byaet KpalHe
3aTPYyAHUTENbHO;

5. Cobntogai cBoto BUPTYasibHYHO YeCTb CMO/I0AY;

6. WrHopupyn eauHW4YHbIM HeratuB. OAHOpPa3oBble OCKopbuTenbHble
coobuwieHma nydwe wurHopmpoBaTb. OObIYHO arpeccus npeKkpawaeTca Ha
Ha4ya/IbHOM CTaAnK;

7. BaH arpeccopa. B nporpammax obmeHa MrHoBeHHbIMK COObLLEHNAMMU, B
COUMANbHbBIX CEeTAX eCTb BO3MOMKHOCTb ONOKMPOBKM OTMPABKU COOOLLEHUIN C



onpeaeneHHbIX agpecos,

8. Ecan Tbl cBnaetens KnbepbynnnHra. Teon AencTBuA: BbICTYNUTb NPOTUB
npecnenosaTenia, NOKa3aTb €My, YTO ero AeWCTBMA OLLeHWBAOTCA HEraTuMBHO,
noAdepKaTb KepTBY, KOTOPOM HY)KHA MNCUMXON0rMYecKasa MOMOLLb, COOOWMUTL
B3pOC/bIM O paKTe arpeccMBHOro NOBeAEHMA B CETMU.

Mo6unbHbIX TenedoH

CoBpeMeHHble CMapTPOHbI M NAaHLWETbl COAEPKAT B cebe BNoAHE B3POC/bIN
bYHKUMOHAN, M Tenepb OHW MOFyT KOHKYpPUpOBaTb CO CTaLMOHAPHbIMM
KomMmnbloTepamun. OgHaKo, CPeAcTB 3almTbl A1a NOAOOHbIX YCTPOMCTB NOKAa OYEHb
Mmano. TecTMpoBaHME W MNOUCK YA3BMMOCTEM B HUX MNPOUCXOAUT He TakK
MHTEHCUBHO, Kak ans MK, To ke camoe KacaeTcsi U MOBU/IbHbIX MPUTOXKEHUIA.

CoBpeMeHHble  MObBUNbHble BGpay3epbl  y)Ke MNPaKTUYeCKUM  AOorHanu
HaCTO/IbHblE aHa/IorM, OAHAKO pacwupeHue ¢yHKUMOHana Bneyetr 3a coboi
60/1bLUIYIO C/IOXKHOCTb Y MEHbLLYHO 3aLUMNLLEHHOCTD.

[aneko He Bce NPOM3BOAUTENM BbIMYCKAOT OOHOBNEHMA, 3aKpbiBatoLMe
KPUTUYECKNE YA3BMMOCTU A/1A CBOUX YCTPOMCTB.

OcCHOBHble coBeTbl A4nA 6e3onacHoCcTM MOBUIBHOTO TEJ'Ied)OHaZ

Huuero He sBnseTca no-Hactoswemy 6ecnnaTHbiM. Byab OCTOpPOKeH, Beab
Korga Tebe npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKue-
TO NNATHbIE YCAYTU;

Aymain, npexkae yem otnpaButb SMS, poto mam Bnaeo. Tbl TOYHO 3HaELb,
rae oHu byayTt B KOHEYHOM uTore?

Heobxoaumo 06HOBAATL ONEePaLMOHHYIO CUCTEMY TBOErO CMapPTPOHa;
Mcnonb3yit aHTUBUPYCHbIE NPOTrPamMMbl A1° MOBUAbHbIX TeNedOoHOB;

He 3arpy>Ka|71 npUuAoxXeHna oT HEU3BECTHOINo MUCTOYHWKA, Be€db OHU MOTYT
coaepxKatb BpeaAOHOCHOE nporpamMmmHoe o6ecnequMe;

Mocne Toro Kak Tbl BblMgEelWb C CaiTa, rae BBOAWA JIMYHYKO MHPOPMaLMIO,
3anan B HaCTpoWKkM bpaysepa n yaanum cookies;

Mepuoanyeckn npoBepsii, KakMe naaTHble YCAYyrM akTUBMPOBAHbI HA TBOEM
HOMEpE;

[NaBal cBoM HOMep MObBUNbHOroO TenedpoHa TONbKO NOAAM, KOTOPbIX Tbl
3Haelb M KoMy AoBepsellb;



Bluetooth pgonxkeH ObITb BbIKAKOYEH, KOraa Tbl MM He noab3yelbca. He
3abbiBa MHOrAa NPOBEPATH 3TO.

Online urpbi

CoBpeMeHHble  OHNAWH-UrPbl - 3TO  KpacouyHble, 3axBaTbiBaloLine
pasBiieyeHnn, 0b6beaANHAIOWME COTHU ThICAY YeNoBEK Mo Bcemy mupy. Urpoku
nccneayroT AaHHbIM UM MUMP, 0bWATCA APYr C APYrOM, BbINOJHAOT 33a4aHus,
CPa*KaloTCA C MOHCTPAaMWM M MOAYYAlOT ONbIT. 3a YA0BONLCTBME OHM NAATAT:
MOKYNatoT ANCK, ONnaymnBatoT aboOHEMEHT UM NPUMOBPETAIOT KaKMe-TO OMNUUMN.

Bce aTm cpeacTtBa MAYT Ha NoAAEepP)KAaHNE U PA3BUTUE UTPbI, @ TAKXKe Ha camy
6e30NacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPM3aLLIMKM, BbIMYCKAKOTCA HOBblE
natun (umdpoBble 3annaTkM ANA NPOrpamMm), 3aKpbIBAlOTCA  YSA3BMMOCTU
cepBepos.

B noao6HbIX Urpax CTOMT OMacaTbCA HE CTO/IbKO CBOMX COMEPHUKOB, CKO/IbKO
Kpa)kn TBOEro napons, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpPM3aLUM
H60NbLUIMHCTBA UTP.

OCHOBHble coBeTbl N0 6€30MacHOCTN TBOEro MIPOBOIro akKKayHTa:

1. Echn apyron Urpok seget cebs naoxo uam cosgaet Tebe HeNnpUATHOCTY,
3ab6/10KNPYI ero B CNMUCKe UTPOKOB;

2. I'Iomanyﬁcn AOMNHUCTPATOPAM UTPbl Ha MN10Xoe nosegeHmMe 3Toro UrpoKa,
KenatenbHO NPUNOKUTL KakKMe-TO A0Ka3aTe/IbCTBa B BUAE CKPUHOB,

3. He yKa3biBan AMYHYO MHPOPMaLMIO B Npodaiine urpbl;
4. YBarxkal Apyrux y4acTHUKOB NO UTpe;

5. He ycTtaHaBamBan HeopuUManbHble NaTYn U MOAbI;

6. Mcnonb3yi cnoxHble 1 pa3Hble NApoau;

7. [Jaxke BO Bpemsa Urpbl He CTOUT OTK/IK0YaTb aHTUBMPYC. [OKa Tbl UrpaeLub,
TBOM KOMMNbIOTEP MOTYT 3aPa3mnThb.

POUWNHT Un KpaXa JINYHbIX AdHHbIX

O6blYHOM Kparken AeHer U AOKYMEHTOB CErOAHA YXKe HMKOro He yAWBULLD,
HO C PasBUTUEM WHTEPHET-TEXHO/IOTUA 3/10YMbILWIEHHUKM NepemMecTuincb B
MHTEPHET, N NPOAONKAIOT 3aHMMaTbCA "NobumbiMm" aenom.

Tak nosaBwaacb HOBaA yrposa: HUHTEPHET-mMmOolleHHWNYeCcTBa WU d)I/ILLII/IHI',



rNaBHaA Ue/b KOTOPOro COCTOMT B MNOJNYYEHUU KOHPUAEHLMANbHBIX AAHHbIX
Nno/sb30BaTeNien - NOTMHOB M Naponein. Ha aHrammnckom Asbike phishing unTtaetca
Kak ¢uwmHr (ot fishing - poibHas nosns, password - naponb).

OcHoBHble coBeTbl N0 6bopbbe ¢ PUWNHIoM:

1. Chean 3a cBOMM akKayHTOM. Ecan Tbl Nofo3peBaellb, YTO TBOA aHKeTa
6blna B3nOMaHa, TO Heobxoaumo 3abnokupoBatb ee WU coobWMTb
aAMUHUCTPATOPaM pecypca 06 3TOM KaK MOMKHO CKopee;

2. Ucnonb3yi 6e3onacHble Be6-calTbl, B TOM YMCNE, MHTEPHET-MArasuHoOB U
NMOWUCKOBbIX CUCTEM;

3. Ncnonb3yn CNoXKHble M pa3Hble naponu. Takum obpasom, ecnu Tebs
B3/IOMAlOT, TO 3/10YMbIWAEHHUKM NOAYyYaT AOCTYN TO/bKO K OAHOMY TBOEMY
npoduio B CETK, a HE KO BCEM;

4. Ecnn Tebs B3nOManu, TO HeobxoAMMO npeaynpeauTb BCEX CBOMUX
3HaKOMbIX, KoTopble gobaBneHbl y Tebs B ApPy3bsiX, O TOM, YTO TeHA B3/1OMaANU U,
BO3MOXHO, OT TBOEI0 MMeHW ByAeT paccblNaTbCA CNaM U CCbIIKM Ha QULLMHIOBbIE
CanTbl;

5. YctaHoBM HageXHbin naponb (PIN) Ha MobuAbHbIN TenedoH;
6. OTKNIOUYM cOXpaHeHMe napons B bpaysepe;

7. He oTKpbiBa ¢ainbl U Apyrne BNOMKEHWSA B MUCbMAX, AaxKe eCc/n OHMU
NPULWAN OT TBOMX Apy3en. Jlyywe YyTOUYHU Yy HUX, OTNPABAAAMN NN OHWU Tebe 3Tu
dannol.

Uudposasa penytauma

Lindbposana penyTtauma - 3To HeraTUBHasA UAM NO3UTUBHAA MHGOPMALUSA B CETH
o Tebe. KomnpomeTtupytowana nHbopmaums, pasmelleHHaa B UHTEPHETE, MOXeT
cepbe3HbiM 06pa3om OTpPa3uTbCA HA TBOEN peanbHOM XusHU. "Lndposas
penytaums" - 3To TBOM MMUAK, KOTOpPbIN dopmupyeTca U3 nHbopmaunmn o Tebe B
NHTEpHeTe.

TBOe MeCTO KUTenbCTBa, Yy4dyebbl, TBOEe (UHAHCOBOE MOJIOXKEHMUE,
0Cc0BEHHOCTM XapaKTepa U paccKkasbl 0 6AM3KKUX - BCe 3TO HAKaN/IMBAETCA B CETU.

MHorve noApoCTKM NErkoOMbICNIEHHO OTHOCATCA K Nyb6AMKauuu NUYHOM
nHbopmaumnmn B MIHTepHeTe, He NMOHMMAA BO3MOXKHbIX NocneacTBM. Tbl AaXKe He
CMOXelb A0ragatbca 0 TOm, 4To ¢poTorpaduma, pasmelleHHaa 5 neT Hasag, cTana
NPUYNHOM OTKa3a NPUHATL Teba Ha paboTy.



KommeHTapum, pasmeweHme tBoux poTtorpaduint n apyrme gencrtsna moryTt
He MCYE3HYTb AaKe Nocae TOro, KakK Tbl UX YAaAULWb. Tbl HE 3HAeLb, KTO COXPAHWUA
3Ty MHPOPMALMIO, NONaNa M OHa B MOUCKOBbIE CUCTEMbI U COXPAHWNACH /1N OHaQ,
a rnaBHOeE: YTO NogymatoT o Tebe OKpyrKatoLme Nt0AN, KOTOpble HANAYT U YBUAAT
3T0. Hantm nHPopmauuo MHOFO JIeT CNyCTA CMOXKEeT Ntbon - Kak n3 aobpbix
nobyKAEHU, TaK U C HaMepeHMemM MNPUYUHUTL Bpes. ITO MOXKeT ObiTb KTO
yrogHo.

OCHOBHbIe COBETbI M0 3almTe LMdPOBON penyTauuu:

1. Noagymain, npexae yem 4To-TO0 Ny6AMKOBaTb U NepenasaTb y ceba B 6sore
WUNWN B COLMANbHOM CeTu;

2. B HacTpoiKax npodumana ycTaHOBM OrpPaHUYEHUA Ha MNPOCMOTP TBOEro
npodunasa n ero coaepKMMoro, caenam ero TonbKo "ana gpysen';

3. He pa3melian n He yKasbiBall MHPOPMALMIO, KOTOPAA MOXKeT Koro-nnbo
OCKOpHNATL MM 0buKaThb.

ABTOpCKOE npaso

CoBpeEMEHHbIE  LWKOJIBHUKU -  aKTUBHble Nonb3oBaTenu  UUdPOBOro
npoctpaHctBa. OA4HAKO fAaneKko He BCe 3HAlT, YTO NOAb30BaHWE MHOMMMM
BO3MOXKHOCTAMM  uudpoBoro mupa TpebyeT cobaogeHns npaB  Ha
WMHTENNEKTYa/IbHYt0 COBCTBEHHOCTb.

TepmuH "MHTennektyanbHas CcObBCTBEHHOCTb" OTHOCUTCA K Pa3/INYHbIM
TBOPEHUAM YEN0BEYECKOr0 YyMa, HauyMHasa C HOBbIX M306peTeHMi M 3HAKOB,
ob603HayvatoLWmMx coOb6CTBEHHOCTb Ha MPOAYKTbI U YCAYrM, M 3aKaHYMBAA KHUTAMW,
doTorpadpmamm, KUHOPUIbMaMM U My3blKaZIbHbIMU MPON3BEAEHUAMM.

ABTOpPCKME NpaBa - 3TO MNpaBa HA WHTEN/IEKTYyaNbHYy0 COBCTBEHHOCTb Ha
npousBeaeHNA HayKu, nMTepaTypbl U UCKYCCTBA. ABTOPCKME MpaBa BbICTYNatoT B
KayecTBe rapaHTMM TOrO, YTO WMHTENNIEKTYa/lbHbli/TBOPUYECKUI Tpya aBTOpa He
byaeTr HanpacHbiM, AacT emy ChnpaBea/iMBble BO3MOXHOCTM 3apaboTaTb Ha
pe3ynbTaTax CBOEro TpyAa, NOAYYUTb W3BECTHOCTb M nNpu3HaHue. HukTo 6e3
paspelweHna aBTOpa He MOXeT BOCNpouM3BOAUTbL ero rnpoussegeHue,
pPacnpocTpaHATb, NyO6AMYHO [AEMOHCTPMpPOBaTb, NPOAABATb, MMMOPTUPOBATD,
NyckaTb B MPOKAaT, Ny6/AMUYHO UCNONHATL, NOKa3biBaTb/UCNONHATL B 3pupe nnau
pasmew,atb B UHTepHeTe.

Mcnonb3oBaHne "nupaTckoro” nporpammHoro obecnevyeHMs  MOXKET
NPUBECTM K MHOFMM pPUCKaM: OT MNOTEpPU Q[OaHHbIX K TBOMM aKKayHTaM Jo
H6NOKMPOBKM TBOETO YCTPOWCTBA, rAe YCTAaHOB/JEHA HeneranbHaAa nporpamma. He
CTOWUT TaKXe 3abbiBaTb, YTO CYLLECTBYHOT NierasibHble U 6ecnnatHbie Nporpammbl,



KOTOpPbI€ MOXXHO HAaNTK B CETW.
O noprtane

CeTeBUYOK.pd - TBOM rNaBHbIM COBETYMK B CETU. 34€Chb Tbl MOXKELb Y3HATb O
6e30nNacHOCTM B CETU MOHATHbIM M AOCTYMHbIM A3bIKOM, @ NPU BO3HUKHOBEHWUMU
KPUTUYECKOM CUTyauum obpaTUTbCA 3a COBETOM. A TaK)Ke NPUHATb y4vyacTue B
KOHKYpPCax M CTaTb CambiM UMPPOBbIM rpaxkaaHUHOM!



